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ABSTRACT

We present a self-adaptation mechanism for Network Intrusion De-
tection System which uses a game-theoretical mechanism to in-
crease system robustness against targeted attacks on IDS adapta-
tion. We model the adaptation process as a strategy selection in
sequence of single stage, two player games. The key innovation
of our approach is a secure runtime game definition and numerical
solution and real-time use of game solutions for dynamic system
reconfiguration. Our approach is suited for realistic environments
where we typically lack any ground truth information regarding
traffic legitimacy/maliciousness and where the significant portion
of system inputs may be shaped by the attacker in order to render
the system ineffective. Therefore, we rely on the concept of chal-
lenge insertion: we inject a small sample of simulated attacks into
the unknown traffic and use the system response to these attacks
to define the game structure and utility functions. This approach is
also advantageous from the security perspective, as the manipula-
tion of the adaptive process by the attacker is far more difficult. Our
experimental results suggest that the use of game-theoretical mech-
anism comes with little or no penalty when compared to traditional
self-adaptation methods.
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1. INTRODUCTION

In this paper, we use the game-theoretical models to improve the
security of the adaptation process within a distributed, agent-based
Intrusion Detection System (IDS). The high-level self-adaptation
method that we develop our approach on [2] has been designed
for the intrusion detection systems based on the anomaly detection
paradigm: these systems observe the past behavior of the mon-
itored network/hosts, predict their future behavior using statisti-
cal and other models and identify the behavior diverging from the
prediction as anomalous. Adaptation, self-management and self-
optimization techniques that are used inside an IDS can signifi-
cantly improve their performance [2] (i.e. reduce the number of
false alarms) in a highly dynamic environment, but are also a po-
tential target for an informed and sophisticated attacker. When the
adaptation techniques are deployed improperly, they can alow the
attacker to reduce the system performance against one or more crit-
ical attacks. This paper presents a game theoretical model of adap-
tation processes inside an autonomic, self-optimizing IDS, presents
an architecture integrating the process with an existing IDS.

We present an architecture that integrates the abstract game
model into an IDS with self-monitoring capability, in order to simu-
late the worst case, optimally informed attacker and to optimize the
system behavior against such attacker. Such (hypothetical) attacker
with full access to system parameters could dynamically identify
the best strategy to play against the system. Optimizing the detec-
tion performance against the worst case attacker protects the system
from more realistic attacks based on long-term probing and adver-
sarial machine learning approaches referenced above.

2. GAME MODEL

We conceptualize the relationship between the attacker and the
defender as a sequence of single stage, two player, non-zero sum
games, where the attack/defence actions of both players correspond
to strategies in the game-theoretical model of their interaction and
the environment evolves between the game. The game model (and
utility functions in particular) are based on [1], with additional in-
puts from the network administrators and actual IDS users. The
game model integrates the preferences and strategies of two play-
ers (attacker and defender). Their strategy sets are defined as a
selection of IDS configurations for the defender and the selection
of a particular attack type (e.g. buffer overflow, password brute-
force, scan...) for the attacker. The main difference of the utility
functions from [1] is the relaxation of the requirement on the iden-
tical attacker gain/defender loss and the proportionality of associ-
ated costs (alarm processing, monitoring etc.) with the gain/loss
value. This requirement was considered as too strong by the sys-
tem administrators we have questioned.
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Figure 1: Indirect online variant of game/IDS integration.

The actual utility function values of both players depend prin-
cipally on the sensitivity of the system using defender’s strategies
with respect to individual attacker’s strategies (c; ;) , and the as-
sociated rate of false positives (3;) for each configuration. o ;
denotes the probability that the j-th attack strategy is detected by
the IDS when the defender plays the i-th defence strategy and ;
denotes the probability that the ¢-th defender’s strategy will result
in a false alert. These parameters shape the utility functions of
both players in each game stage. By our experience, these values
wary widely with changing characteristics of the background traf-
fic and need to be estimated dynamically for each given game in a
sequence, as we will present below.

The gameplay is very simple in our case: both players simultane-
ously select their strategies from the set .S and the combination of
these strategies determines the payoffs to attacker and defender, as
defined by their respective utility functions. The solution concepts
used to solve/analyze the game are Max-Min and Nash equilibria.
We play a sequence of games described above, each correspond-
ing to one time interval. The individual games in the sequence are
differentiated by the dynamically evolving parameters of player’s
utility functions. We consider the individual games to be indepen-
dent and we don’t carry over any information between them.

3. ARCHITECTURE

There are two existing approaches to integration of the game
model with an IDS:

¢ Off-line integration, when the game is defined in design time,
solved analytically, using a priori knowledge about expected im-
pacts and success likelihood of the attacks, and the system pa-
rameters are fixed to resulting strategies according to game results.
Game theory use ensures that the system parameters are set to force
the adversary into the selection of less damaging (or more ratio-
nal) strategies. It is sufficient for systems deployed in stable envi-
ronments, but most IDS need to cope with dynamic environments,
where the background traffic an other factors change frequently. In
such environments, the static strategies perform poorly.

¢ Direct on-line integration, when the game uses presumed ad-
versary actions in the observed network traffic to define the game
is the opposite approach. The game is being defined by the actual
actions of real-world attackers executed against the monitored sys-
tem, elegantly solving the relevance problem. On the other hand,
direct interaction between the adversary and the adaptation mech-
anism makes the system potentially vulnerable to attacks against
the adaptation algorithms, creating a new attack surface. Motivated
attacker can easily mislead the IDS by insertion of a sequence of
attacks that are orthogonal to its actual plan to target its utility.
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Our approach, named indirect online integration combines the
above approaches and provides interesting security properties de-
sirable for real-world deployment. The solution uses the concept of
challenges [2] to mix a controlled sample of legitimate and adver-
sarial behavior with actually observed network traffic and is a com-
promise between the above approaches (see Fig. 1). In this case,
the real traffic background (including any possible attacks) is pro-
cessed in conjunction with simulated hypothetical attacks within
the system. We measure the system response to these challenges,
drawn from the realistic attack classes, and use them to estimate the
system response to the real-world samples from the same classes.
In practice, we will define one class for each broadly defined at-
tack/legitimate traffic type and measure the difference between the
system response to legitimate traffic and to various classes of mali-
cious traffic. The challenges are then mixed with the real traffic on
IDS input and the system response to them is used as an input for
game definition, measuring/estimating the current values of: «; ;
and ;. The major advantage is higher robustness w.r.t strategic
attacks on adaptation algorithms, and lower system configuration
predictability by the adversary, as the simulation runs inside the
system itself and its results can not be easily predicted by the at-
tacker.

This approach offers the optimal mix of situation awareness and
security against engineered inputs. In this case, we actually play
against an abstract opponent model inside the system, and expect
that the moves that are effective against this opponent will be as
effective against the real attacks. The advantage of this approach
is not only in its security, but also in better model characteristics
in terms of strategy space coverage (unfrequent, but critical attacks
are covered), robustness and relevance — the abstract game can rep-
resent the attacks and utility combinations that would be obvious
only for insider attackers.

4. CONCLUSIONS

The experiments we have performed with a simplified (and mod-
ified) version of commercially available IDS solution clearly showed
that the game theoretical models/solvers integrated into an adap-
tive IDS provide the results more than equivalent to the alternative
direct optimization methods, as we have verified on inserted chal-
lenges and real-world attacks performed on the monitored network.
These methods provide robust performance and reliably converge
when using both max-Min or Nash equilibria. The additional ben-
efits, such as increased robustness against an attacker with insider
access, therefore build a strong case for their use by the industry.
In particular, our results suggest that the max-min solution con-
cept provides very consistent results, does not require an explicit
model of opponent’s utility function and is computationally triv-
ial, making it an interesting first choice for future proof-of-concept
implementations.
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