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ABSTRACT

In network security hardening a network administrator may
need to use limited resources (such as honeypots) to harden
a network against possible attacks. Attack graphs are a
common formal model used to represent possible attacks.
However, most existing works on attack graphs do not con-
sider the reactions of attackers to different defender strate-
gies. We introduce a game-theoretic model of the joint prob-
lem where attacker’s strategies are represented using attack
graphs, and defender’s strategies are represented as modifi-
cations of the attack graph. The attack graphs we use allow
for sequential attack actions with associated costs and prob-
abilities of success/failure. We present an algorithm for an
computing attack policy that maximizes attacker’s expected
reward and empirical results demonstrating our methods on
a case study network.
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1. INTRODUCTION

Networked computer systems support a wide range of crit-
ical functions in both civilian and military domains. Secur-
ing this infrastructure is costly and there is a need for new
automated decision support systems that aid human net-
work administrators to detect and prevent attacks.

We focus on network security hardening problems in which
a network administrator (defender) reduces the risk of at-
tacks on the network by introducing honeypots (fake hosts or
services) as intrusion detection sensors into their network [7].
Deciding how to optimally allocate these resources to reduce
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the risk of undetected attacks on a network is a challenging
decision for the defender. We use game theory to model
this adversarial interaction and to determine the best way
to use honeypots against a well-informed attacker. We in-
troduce a novel game-theoretic model for network hardening
using honeypots extends Stackelberg security games [8] by
adopting a compact representation of strategies for attack-
ing computer networks called attack graphs.

Attack graphs (AGs) can represent a rich space of attacker
actions sequences for compromising a specific computer net-
work. AGs can be automatically generated based on known
vulnerability databases [5] and they are widely used in the
network security to identify the minimal subset of vulner-
abilities to be fixed to prevent all known attacks [6], or to
calculate security risk measures (e.g., the probability of a
successful attack) [4]. We use AGs for computing the at-
tacker’s optimal attack plan to each defender’s honeypot
allocation action to measure defender’s action effectivness.

We present a novel game-theoretic model of security hard-
ening based on attack graphs and a case study analyzing the
hardening solutions for sample networks.

2. NETWORK HARDENING GAME

We model the network hardening problem as a Stackel-
berg game, where the defender acts first, taking actions to
harden the network by adding up to k honeypots (HPs). The
attacker is the follower who selects an optimal attack plan
based on (limited) knowledge about the defender’s strategy.
In particular, we assume that the attacker learns the num-
ber and type of deployed HPs; however he does not know
which specific hosts are HPs and which are real.

A game instance is based on a specific computer network
(e.g., in Fig. 1a). A network has a set of host types, such as
firewalls, workstations, etc. Two hosts are of the same type
if they run the same services and have the same connectiv-
ity in the network (i.e., a collection of identical workstations
is modeled as a single type). The same host types present
the same attack opportunities, so they are represented only
once in an attack graph. During an attack, a specific host of
a given type is selected randomly with uniform probability.
E.g., adding more HPs of a specific type increases the like-
lihood that the attacker who interacts with this host type
will choose a HP instead of a real host. If the attacker inter-
acts with a HP during an attack, he is immediately detected
and the attack ends. The attacker is rational and maximizes
the expected utility taking into account the probabilities of
interacting with HPs, his actions’ costs and success proba-



bilities, and rewards from successful attacks. Installing and
maintaining HPs has a cost for the defender depending on
the host type that is duplicated. He minimizes his total
expected loss which consists of the expected loss for being
attacked and the cost for deploying the HPs into the net-
work. The Stackelberg equilibrium is found by selecting the
defender’s pure action that minimizes the expected loss un-
der the assumption that the attacker responds with an opti-
mal attack [8]. If the attacker is indifferent between multiple
attacks, it is typical to break ties in favor of the defender [8].

Computation of the equilibrium relies on computing the
optimal attack policy as described in the following section.

2.1 Attack Graphs and Attack Policies

An attack graph (AG) captures all known ways that the
computer network can be compromised. It is an and-or
graph consisting of the fact nodes (OR), logical statements
about the network (i.e., access to a database), and actions
nodes (AND), that change the statements from false to true.

To characterize the attacker’s reaction to the set of honey-
pots, we compute a full contingent attack policy (AP), which
defines an action for each situation that may arise during an
attack as described in [1]. This allows identifying actions
likely to be executed by a rational attacker as well as the
order of their execution. The attacker chooses the optimal
AP that maximizes his expected utility, which is an NP-
hard problem [2]. We address this issue by translating AGs
into an Markov Decision Processes and introducing several
pruning techniques that reduce the computation consider-
ably. First, we use a generalized version of the Sibling-Class
Theorem from [2]. It states that in certain cases the optimal
action order can be determined directly from the actions’
success probabilities and costs, without any search. Second,
we developed a heuristic to compute lower and upper bounds
of the expected reward for the AG, which we use in a branch
and bound manner to prune out the unpromising subtrees.

3. EXPERIMENTS

As an example of our result, we experimentally evalu-
ated the proposed network hardening game on the network
topology in Fig. la taken from [3]. This network consists
of a server (srv), a vpn, a firewall (fw), a database (db)
a group of 20 PCs (20grp) and a group of 4 PCs (4grp).
The defender’s expected loss (EL) without HPs is 1973. In
Fig. 1b we present the optimal HP allocations computed by
the game for different numbers of HPs k. For the first two
HPs, it is best to duplicate the server and vpn—the network
“door”—despite the fact that they are not the most valuable
hosts. The lowest EL 617 is reached with 6 HPs by duplicat-
ing the database, server and vpn. Any additional HP only
increases the EL, because their contribution in detecting the
attack does not compensate their maintenance cost, so the
cheapest option is selected to minimize the cost.

4. CONCLUSION

We introduce a game-theoretic model for the network hard-
ening problem. The defender seeks an optimal deployment
of honeypots into the network, while the attacker tries to
attack the network and avoid the interaction with the hon-
eypots. Our model provides a novel combination of using
compact representation of the strategies of the attacker in
the form of attack graphs, and using deception by the de-
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Figure 1: (a) A small network topology. (b) The optimal HP
allocations for 1,2,6 and 7 HPs and corresponding defender’s
expected loss (EL).

fender. By translating the attack graphs into MDPs and
employing a number of pruning techniques, we are able to
solve problems of realistic size and analyze the results for
realistic case studies. We show that a few HPs can signifi-
cantly reduce the defender’s expected loss.

Our work has significant potential for further research.
Since the majority of the required input data can be au-
tomatically acquired by standard network scanning tools,
or extracted from existing vulnerability databases, the pro-
posed model can be deployed in real-world networks and
evaluated in practice. Secondly, our model can be further
extended from the game-theoretical perspective and use ad-
ditional uncertainty about the knowledge of the attacker, or
model multiple types of the attacker using Bayesian variants
of Stackelberg games.
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