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ABSTRACT

This paper is about modeling and verifying quantitative group
trust. We present a formal analysis of this concept that allows
us to express and reason about trust in multi-agent systems in
a quantitative setting. We introduce GTL, the graded branching
temporal logic that includes operators for quantitative aspects of
trust within a group. A two-stage verification procedure of the
logic is presented. The first stage is a transformation procedure,
and the second stage is an indirect procedure that uses an existing
model checking algorithm. Theoretical results about the soundness,
completeness and complexity of the procedure are presented.
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1 INTRODUCTION

Evaluating trust in Multi-Agent Systems (MASs) is of prime im-
portance for the success of agent-based applications where agents
interact and operate in uncertain and dynamic environments. Al-
though plenty of logical frameworks that handle trust in MASs have
been widely analyzed in the literature [13, 19, 25, 32, 34, 38], most
of these approaches treated trust in an absolute manner, i.e., we ei-
ther fully trust the behavior of an agent or definitely not. However,
in many contexts, it is quite difficult to determine with absolute
certainty whether a proposition about the behavior of an agent is
true or false. For instance, we might trust the agent to a certain
degree in relation to such a proposition (i.e., we may have only 50%
of trust). That is, although qualitative logical formalisms allow us
to reason about various classical properties, their expressiveness is
limited in representing some important aspects that deal with the
way of capturing our perception of reality [21].

In this paper, we propose GTL, a temporal logic that includes, in
addition to CTL operators, modalities expressing graded trust that
quantifies individual, group and propagated trust. GTL expresses
properties about degrees of trust involving individual agents and
groups. The idea of quantifying trust has attracted the attention of
several researchers in different domains. Most existing approaches
consider trust as a function calculated based on multiple opinions
through feedback, user ratings, or agent monitoring [6, 36, 40]. Such
approaches represent and quantify the strength level in which an
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agent trusts another party. Nevertheless, in dynamic MASs where
agents may join for a short period of time before leaving the in-
teraction, it might be difficult to collect sufficient data to evaluate
the trustworthiness of partners. Instead of relying only on external
measurable evaluations, it might be appealing to enable agents to
reason about their degrees of trust to make better decisions.

We introduce a weighted logical formalism and show how the
new operators contribute in expressing and reasoning about quan-
titative trust properties. These operators are coupled with a trust
degree that counts along a run the proportion of the set of states
satisfying trust formulae among all states that are reachable and
accessible using the trust accessibility relation. GTL allows us to
express properties such as "agent i trusts that agent j will eventually
deliver the requested items in at most 75% of the cases", "In all future
runs, a group of agents has 50% of trust that agent j will send the
payment". Although the standard approach of trust quantification
involves the use of probability mechanisms accompanied with a
representation of agent’s beliefs [1, 20, 30, 33], GTL uses a differ-
ent approach that quantifies trust by relying only on accessibility
relations. Further, we introduce an efficient technique for model
checking GTL. In particular, we present a two-stage procedure that
first transforms the GTL model checking to another model checking
problem and then solves the latter problem by calling an efficient
model checking procedure of a third language. The two-stages make
the procedure more natural and easy to follow. Moreover, we use
this procedure to show that the complexity of GTL model checking
for concurrent programs is PSPACE-complete with respect to the
size of the program’s components. The two-stage procedure we
introduce for model checking and its complexity provide a general
methodology that can be useful for other graded logics.

2 GTL: GRADED GROUP TRUST LOGIC

DEFINITION 1 (SyNTAX OF GTL). GTL combines CTL introduced
in [7] with modalities for graded trust as follows:

p=p|-o|leVel|EXe|E(pUp)|A(eUp) |T
T == I8 (i, j,0) |EPK(G, j, ) IDPF(G, j, 0)IPPK (i, j, G, 0)

where p € AP is an atomic variable; E and A are the existential and
universal quantifiers on paths; X and U are CTL path modal con-
nectives standing for “next” and “until” respectively; the Boolean
connectives = and V are defined and read in the usual way; the
graded trust operators represented by T are to model the graded
trust of agents. There are four graded trust modalities: I Ak R EAk R
DAk , and PAK that represent degrees of trust for Individual, Ev-
eryone, Distributed, and Propagated trust respectively. From the
syntax perspective, I¥ (i, j, ¢) expresses that “the truster i trusts
the trustee j about ¢ with a degree of trust Ak", where k is a rational
number in [0, 1], and A is a relation symbol in the set {<, >, <, >, =}.
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The formula E2% (G, j, ¢) means that everyone in the group G trusts
the trustee j about ¢ with the degree Ak. Moreover, DAk(G, J.®)
denotes the distributed graded trust where the group G has its trust
degree Ak towards j about ¢ distributed among its member agents.
Propagated trust P2¥ (i, j, G, ¢) expresses trust about ¢ that prop-
agates from i to j in a chain of propagation G with a degree Ak.
The propagation chain G is represented as an ordered list of agents
(G = li1, ..., in]). It is worth pointing that GTL abstracts from the
ability of the trustee to bring about the trust content, which will be
investigated in future work considering similar concepts in [15].
GTL fourmulae are interpreted on the extended formalism of
Interpreted Systems [13], which extends the original Interpreted
Systems [17]. This formalism is enriched with trust function which
associates to each local state [; € L; of each agent i € Agt in the
global state s € S the trust vision of the truster towards other agents
in the respective state. This vision is recorded in a data structure (a
vector) as values the truster associates to the other members of the
system. This data structure is part of each local state of every agent
in the system. Specifically, the trust function gives rise to a binary
relation between two states which in fact combines the reachability
and the compatibility of the local states with respect to the recorded
values. These values are used to define the individual, group and
propagated trust accessibility relations ~;;, nd
P
i—j,G
Intuitively, the relation ~;,; relates the states that are trust-
compatible from the vision of agent i with regard to agent j. This
trust-compatibility is computed using the recorded values in the
agent vector v. For two global states s,s" € S, s ~;j s is ob-
tained by comparing the value of agent j in agent i’s vector (de-
noted by v¥(j)) in the local state I; at the global state s (denoted
by L;(s)(v(j))) with v () in the local state I; at the global state s’
(ie., I;(s") (Vi(}))). Thus, the trust accessibility of agent i towards
agent j (i.e., ~j— ;) does exist only if the element values that we
have for agent j in the vector of the local states of agent i for both
global states s and s’ are the same, i.e., [;(s) (Vi (j)) = Li(s") (V! (j)).

The accessibility relations ~E o~ ,and ~ are as follows.
G—j’ G—j
E

~G- j
tions between every agent of the group G and the agent j. ~

~E ~
G—j "Goj ®
in a grounded semantics setting [11].

i—j.G

= Ujeg ~i—j is the union of the trust accessibility rela-
D =
G—j
NieG ~i—j is the intersection of the trust accessibility relations be-
tween every agent in the group G and the agent j. Finally, s ~isiG
s’ iff there are states sy, . S Sn~in s,

where G = [i1,...,in].

<> S St S~ 81, 81™i1,i, 825 - -

DEFINITION 2 (MODEL oF GTL). The model of GTL is a tuple:
Mg = (SG., 16, Rg. {~i—j |(i, j) € Agt?}, Vi) where:

® SG is a non-empty set of reachable global states of the system.
Each global state s is defined as a tuples = (I3,...,1l,) €
(L1 X...XLy);

e I C S is a set of initial global states;

e R; C S X S is the transition relation;

® ~i—j C SG X Sg is the individual trust accessibility relation
for each truster-trustee pair of agents (i, j) € Agt® defined by
s ~isj s iff L(s)(VE(j)) = Li(s"Y(VE(j)), and s’ is reachable
from s using transitions from the transition relation R;
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e Vg : Sg — 24% is a labeling function, where AP is a set of
atomic propositions.

In this model, infinite sequences of states linked by transitions
define paths. If 7 is a path, then (i) is the (i + 1)*h state in .

DEFINITION 3 (SEMANTICS OF GTL). Given the model Mg, the sat-
isfaction of a GTL formula ¢ in a global state s, denoted as (Mg, s) =
¢, is recursively defined as follows:

e (Mg,s) Epiffp € Vs(s);

o (Mg,s) E ~¢ iff (Mg, s) I ¢;

o (Mg.s) E @1V 2 iff (Mg, s) £ @1 or (Mg, s) [ ¢2;

o (Mg,s) | EXy iff there exists a path  starting at s such that
(Mg, (1)) = ¢;

o (Mg,s) | E(g1 U @2) iff there exists a path & starting at s
such that for some k > 0, (Mg, w(k)) = ¢2 and V0 < i <k,
(Mg, (1)) F o1;

o (Mg,s) E A(p1 U @) iff for all paths & starting at s, there
exists some k > 0 such that (Mg, 7(k)) E @2 andV0 < i <k,
(Mg, 7(i) = o1;

o (Mg,s) E I**(i, j, @) iff 35’ # s such that s ~i—j s and

~iis’is’ #s& (Mg,s’
|s ~imjs’:s" #s & ( GSH:(‘O'Ak;
s ~isj s’ 8" # s

o (Mg, s) = E®%(G, j, ¢) iff 3s’ # s such that s N)CE;—U s’ and
|s ~g_>j s’ s #£5s & (Mg, s”) E ol
E r.oot Ak;
|s~G_)js is £ s
o (Mg,s) = D*K(G, j, @) iff 3’ # s such that s ~gﬁj s’ and
|s~g_>js’:s’¢s&(Mg,s’)|=<p| ‘
D ) ’
s ~Gj s’ s’ # s

o (Mg,s) E P23, j, G, o) iff 3s’ # s such thats Nf—y‘,g s’
s Nf—y‘,g s’ £ & (Mg, s') E ol
s ~

and f_}].’g s’ s" #s|

For atomic propositions, Boolean connectives, and temporal
modalities, the relation = is defined in the standard manner (see for
example [7]). The intuition behind the semantics of I Ak(j g, @) is:
the degrees of trust that an agent associates to a formula ¢ in a global
state s is the ratio between the number of states s” distinguishable
and accessible from s and satisfying ¢ (i.e., |s ~j—; s': " #s&s’ |
¢|), and the total number of distinguishable and accessible states
from s (ie, |s ~i—j s": s” # s|). The semantics of EM(G, j, 9),
DA% (G, j, 9), and P2k (i, j, G, ¢) follow the same approach with
respect to the appropriate accessibility relation.

Unlike the BT logic introduced in [11], I71 (i1, j, @) AI7 (ia, j, ¢ =
1) does not necessarily entail D™ ({i1, i}, j, ). In fact, it is counter-
intuitive to have a distributed trust towards j about ¢ if the two
agents in the group i; and iy trust j about -/, which could happen
in [11] if Nje(i,4,) ~ioj= 0. The emptiness of this intersection
also makes the formula D7 (G, j, 1) satisfiable in BT where Dr is
the BT’s distributed trust operator. Similarly, if one of the group
members trusts the trustee about ¢ (ie., \V IT!(i, j, ¢)), the dis-

ieG

tributed trust about ¢ (D7!(G, j, ¢)) does not necessarily hold in
GTL, unlike BT, because agents might have contradicting trusts.
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Because the emptiness of the set of accessible states does not allow
the formula to hold in GTL makes it free from these inconsistencies.

IMustrating Examples

We consider the Breast Cancer Diagnosis and Treatment protocol
that involves the following parties: patient (PAT), physician (PHY),
and radiologist (RAD). For example, the patient will eventually trust
the physician with a certain degree k about their recommendation
to have a mammography (¢pap1am): AF T2k (PAT, PHY, OMam)-

Another example is when a group of physicians (GPHY) trusts,
in a distributed manner, the radiologist about their diagnosis of rec-
ommending a breast biopsy (¢pp). This trust is distributed among
the physicians based on their individual experiences with the radi-
ologist. This could happen when each individual physician has only
a limited experience with the radiologist to evaluate the quality
of their diagnosis, but when these experiences are put together,
the physicians as a group could have a better appreciation of the
radiologist diagnosis: AF D% (GPHY, RAD, ¢gp).

A third example is when the patient trusts the radiologist through
their physician about the minimally-invasive procedure (¢asrp) that
the radiologist would perform. In some cases, the radiologist would
directly intervene through this type of procedure in a hospital or a
clinic. The patient can trust the radiologist about this intervention
based on the trust the patient has on the physician who recom-
mended the radiologist: EF PAK(PAT, RAD, [PYH), ouip).

3 REASONING POSTULATES

We consider in this section relevant postulates that reflect prop-
erties desirable for reasoning about graded trust in multi-agent
systems. Two categories are presented: 1) specific postulates for
individual, propagated, distributed and everyone trust; and 2) com-
mon postulates that are shared by all the four trust operators.

For the common postulates, we use TAK a5 a common operator
that replaces IAk, DAk , EAk, and P2k, Moreover, we omit the ar-
guments that represent the participating agents as far as they are
understood, so we simply write TAk((p).

3.1 Specific Postulates

Let @ be the concatenation operator over propagation chains.

1) G ju. 70 (. 2. 0)) = P70 (i 2. [1]. ).

@ P>, j1, 6.7 (. j2. 9)) = P~ (i, j2. G ¥ [j1], )

(3) I7°i. j1. P (j1. j2. G.9)) = P7°(i. jo. [j1] ¥ G. )

@) P7°(i, j1.G. P (j1. }2. G, 9)) = P7°(i, j2. GW [ 1]1WG". ¢)
() =i @) AT iz, o = 9) = (D= ({iv iz} Jog) =

D='({i1, iz}, j, %))
(6) (-2/0121(i’j’ ) = (D=°(G. j.9) = D='(G, j.¢))
1

@ A 7°(i, j,) = E7°(G, j. )
i€
(®) E21(G.j.p) & A I*'(i.j.9)
ieG

The first four postulates show how propagated trust with a
certain degree is obtained through the combination of individual
and propagated trust. The first postulate indicates that propagated
trust is obtained from nested individual trust where the propagation
chain is formed by the truster of the nested trust, which is also
the trustee of the main trust. The second postulate shows that
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combining propagated and individual trust yields a propagated
trust where the propagation chain is expanded by the truster of
the nested individual trust. The third postulate shows the dual case
where nesting a propagated trust inside an individual trust yields a
propagated trust with an expanded propagation chain through the
chain of the nested formula. The fourth postulate follows the same
pattern where propagated trusts are combined. The fifth postulate is
about distributed trust about ¢ that can be built if one member trusts
the trustee about ¢ and the other member trusts the same trustee
about ¢ = 1/ under the condition that a distributed trust involving
the two trusters does exist. This condition avoids the inconsistency
discussed in Section 2. Postulate (6) shows that distributed trust
is fully established if one agent of the group trusts the trustee
under the condition that this distributed trust might hold, which
also avoids the previously discussed inconsistency. Finally, the
last two postulates are about establishing everyone trust from the
conjunction of individual trusts.

3.2 Common Postulates

(1) T= (1) AT (2) = T2 (91 A 92)
Meaning: If we have a certain trust degree on ¢; and we trust ¢
with a certain probability Ak, then we can infer the conjunction
following the same degree Ak. For instance, if the trust in one part is
impossible (< 0), then the impossibility of the conjunction follows.

@) T=F(p1) = T= (g1 A g2)

Meaning: Whenever there is trust on ¢; bounded by an upper
degree k, the conjunction with any other ¢, is also bounded by k.

The following is a direct result of this postulate:

(3) T=K1(p1) A T=Re(gp) = T=mn 1K) (g A )

() T=K1 (1) A T2 (@) = T=max(kika) (o) A )

Meaning: If we have a trust on ¢; bounded by a degree k; and a
trust on ¢ with a degree of Aky, then the trust on the conjunction
is bounded by the maximum of k; and kj.

5) T=k1 (g1 A g3) = Fky > ky s.t. T<R2(¢py)

Meaning: The degree of trust to bring about a conjunction is lower
than or equal to the degree to bring about its components.

(6) T=K (g1 A g2) = T=*(p1)

Meaning: The degree of trust to bring about the components of
a conjunction cannot be less than the degree to bring about the
conjunction itself.

() T2kt (p1) A T=k2 (p2) = T 2max (ki+k;=1,0) (01 A 92)
Meaning: The trust to bring about a conjunction where the trust
about the components has lower bounds k; and k; is lower bounded
by max (k1 + ka2 — 1,0).

®) Tk (g1 v 92) = T=K (1)

Meaning: If trust about a disjunction holds with a degree < k, then
the trust about the components holds with the same degree.

) T=* (1) = T=*(p1 V 92)

Meaning: The trust about a disjunction holds with a lower limit if
the trust about one of the components holds with the same limit.

(10) Tkt (1) v TZkz((pz) — T2min(kikz) (@1 V @2)

Meaning: The degree of trusting the disjunction cannot be more
than the degree of trusting each component.

(11) Tzk((pl V @2) = Tk, ky s.t.

TR (1) ATZR2 (p3) Ny + ko > k

(12) T (p) = T (=)
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Meaning: Trust about a content and its negation are complement.
(13) (TA* () A AG(p = ) = T ()
Meaning: If there is trust with a degree Ak about ¢ and globally ¢
entails i, then trust about ¢ holds with the same degree.
(14) From TZk((pl) and ¢1 F ¢ infer TZk(qoz)
Meaning: Trust about ¢y with a degree > k yields if the trust about
a content from which ¢, derives holds with the same degree.
(15) From T=k1 (¢1) and @1 + @2 infer Tky > ky s.t. TSkz((pz)
There is consistency in the way the graded trust is captured and
the possibility-necessity dual concepts in Possibilistic Logic [14].
However, the main difference with our logic is that Possibilistic
Logic is a tool for reasoning about uncertainty using an ordering
over the possible words where degrees of possibility and necessity
are closely related to fuzzy sets to capture vagueness rather than
counting the accessible states as in our logic.

4 MODEL CHECKING GTL
4.1 Description of the Approach

In this section, we will present a model checking technique for
GTL!. Our technique is a two-stage procedure. In the first stage, we
transform the problem of model checking GTL into the problem of
model checking ARCCTL. 1, a new logic that we define in this paper.
In the second stage, the problem of model checking this new logic
is addressed by calling the model checking procedure of Action-
Restricted CTL (ARCTL) introduced in [35]. We will introduce the
transformation function fj for the first stage and the model checking
algorithm MC. for the second stage. The transformation function
fi includes rules for transforming the model and formulae from
the source language GTL to the target language ARCCTL.1. Then,
the model checking algorithm MC. takes an ARCCTL.; formula
® and an ARCCTL- model as input and computes [[®]], the set
of states of this model satisfying the formula.

ARCTL is an extension of CTL with action formulae. We use
these actions to capture the accessibility relations in the original
GTL model. ARCCTL.{ merges a fragment of the Counting CTL
logic (CCTL) [24] with ARCTL. The reason of using ARCCTL.
as intermediate language for our transformation procedure is that
CCTL counts the number of states satisfying certain sub-formulae
along paths and uses this number as a constraint of the until tem-
poral operator. This allows us to capture the number of accessible
states used to define the semantics of GTL. Finally, by merging a
fragment of CCTL with ARCTL, we capture the accessibility rela-
tions in the first stage through action-labeled transitions and use
these transitions in the second stage toward the target language.

Before introducing ARCCTL. 1, we briefly review ARCTL [35].

DEFINITION 4 (SYNTAX OF ARCTL).
p=ploeleVel|EaXe[Ea(pUe)|AaloU o)

¢ is a state formula and « is an atomic action formula (¢ € AC4 the
set of atomic actions). Instead of considering composed action for-
mulae as in the original ARCTL logic, we only consider here atomic
actions, which are enough to capture the labeled transitions in this
paper. ARCTL restricts path quantifiers with an action formulae

!https://drive.google.com/drive/folders/11IMXKPhwH1_UrG5MOLsqSxxICDfu-
UOrt?usp=sharing
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that must be satisfied along the path (i.e., labeling each transition of
the path) in order to determine the precise paths over which path
formulae are evaluated.

DEFINITION 5 (MODEL OF ARCTL). The model of ARCTL is a
tuple My = (Sa,ACa,I4,Ra,Vy) where S5 is a nonempty set of
states; Iy C Sy is a set of initial states; Ry € Sq X ACq X Sp isa
labeled transition relation; Vy : S4 — 24F is a function labeling
states with subsets of atomic propositions AP.

A path of My is an infinite sequence of states and actions. IT*(s)
is the set of paths (called a-paths) starting at s and where all transi-
tions are labeled with the atomic action «.

The satisfaction relation (Mg, s) | ¢ is given as follows (we omit
the semantics of Boolean connectives and propositional atoms):

o (My,s) E EqX¢q iff there exists a path = € I1*(s) and
(Mg, (1)) E o3

o (Ma,s) E Eq(p1 U @2) iff there exists a path & € I1*(s) such
that for some k > 0, (My, n(k)) | @2 and (Ma, z(j)) E @1
forall0 < j<k-—-1;

o (Ma,s) E A1 U @2) iff for all paths & € T1%(s) there exists
some k > 0, such that (Mg, n(k)) |= @2 and (Mg, 7(j)) E @1
forall0 < j<k-1

DEFINITION 6 (SYNTAX OF ARCCTL=1).

pu=pl=¢|oVel|EeXe|Ea(p U] @) | Aale Uc] )

cu= #_(P Ak;

T

a is an atomic action formula as in Definition 4, Ak is as in Definition
1, and ¢ is a constraint based on counting the number of states
satisfying ¢ (#¢) and 7 is a strictly positive natural number.

We only use a fragment of CCTL where only one formula (¢) is
counted in the constraint through the division operator instead of
counting different formulae (¢;) and going through the sum of their
corresponding states. #¢ captures the number of states satisfying ¢
along a given prefix and 7 represents the total number of states of
that prefix (the formal definition will follow).

ARCCTL- uses the standard abbreviations. For instance: Eq F¢]¢
Ea(T Ule) 0), AaF[c)¢ = Aa(T Ule) ¢), AaGc)¢ = —EaF[c]¢.
The size of a formula takes into account the size of the constraint
formula. For instance |Eq (¢1 U[#(p] ©2)| = |Ea (@1 U @2)| + |@|.

T

DEFINITION 7 (MODEL OF ARCCTL.1). ARCCTL.1 is interpreted
over a labeled Kripke strcture M- = (S+, AC+, I+, R-,V-) where S+
is a nonempty set of states; AC- is a set of atomic actions; I is a set
of initial states; R C S: X AC+ X S+ is a labeled transition relation;
Ve:S8. — 24P is a valuation function.

The satisfaction relation (M-, s) = ¢ is given as follows (we
omit the semantics of propositional atoms, Boolean connectives
and the next operator):

o (M-,s) | Eq(@1 Ulc] @2) iff there exists a path m € T1(s)
s.t. for some i > 0, (M=, 7(i)) F @2 and (M:, 7(;_1)) = c and
forall0 < j <i, (Ms,7(j)) E o1;

o (M-,s) | Ag(p1 Ul @2) iff for all paths & € T1%(s), there
is somei > 0, (M-, 7(i)) F @2 and (M=, 7(;_y)) I ¢ and for
all0 < j <i, (M, 7(j)) [ ¢1.


https://drive.google.com/drive/folders/11MXKPhwH1_UrG5M0LsqSxxICDfu-U0rt?usp=sharing
https://drive.google.com/drive/folders/11MXKPhwH1_UrG5M0LsqSxxICDfu-U0rt?usp=sharing
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where I1%(s) is the set of « paths starting at s, (i) is the state s;
of the path 7 and 7;) is the flat prefix 5o ...s; of 7 that does not
contain loops. Notice that (_;) = € is the empty flat prefix.

For every flat prefix 7(;) = so...s;, the meaning of (M, 7(;))

#
k= c is based on the interpretation of 0 over 7(j)» which is the
T

number of states among s . . . s; satisfying ¢ over the size 7 of the

o< e
[{jlo<j<i ﬂ(})|=<p}| Notice

prefix (r = i + 1), or formally, -
i+
that 7 = 1 when the prefix is empty, which is also the case when the
prefix has only one element. Under this semantics, Eq (@1 U ¢2) is
equivalent to Eo (T U #mg1 @2) and Aq (91 U ¢2) is equivalent
[ =0]

T

to Ag (T U[#—|(p1 | ®2)-
=0

T

4.2 Stage 1: Transformation f;

We proceed now with the first stage that consists of the transfor-
mation function fi (i.e., from GTL to ARCCTL.1). We assume that
the states of the input GTL model are ordered. We can use any
arbitrary order, so we simply need to assume a particular one, for
instance: S, $1, . . ., Sm. Assuming this order, we use the notation:
sm) to denote s ~j—j sq,...

s ~imj (St.ees .S

D
(81, . ~,sm)> N NG_)]' (sl> ..
defined in the same way.

The model transformation f; is as follows: S= = Sg U {snew};
I. = Ig; Initialize AC- with {ap} and 1) Vs s.t. 3s” where s ~;; s’
add a;j to AC:, 2) Vs s.t. 3s” where s ~g o8 " add B 9 to AC-, 3)
Vs s.t. 3s” where s ~g - s"add yst to AC-, and 4) Vs s.t. 3s” where
s~P G add(SjgtoAC ; Vs € S, Va(s) = Vg (5); Va(spew) =
{/1} Y(s,s’) € RG add (s, 0, § "YtoR-;and if s ~l_>] (51,82, -+ s Sm)

then add {(3 0(3 s 31) (31, 053 ,82), - (sm—l, 053 ,Sm) (sm; asja Snew)}
to R-.The same procedure applies ifs ~JCE;—>j (51,82, ..+,5m),S ~

sm) Where transitions la-

E
~i—j Sm- S NG%j

. sm), and s ~F Sm) are

i—j,G (81,...,

G—j

(51,82, ... sm) ands ~P G (51,825 - -5

beled by ,BS , ys ,and 651 g are added to R respectively. Figure 1
illustrates an example of model transformation fj.
The formula transformation f; is defined recursively:

e ilMg,s) E filp) iff (M-,s) E p;

e i(Mg,s) E fi(=e) iff (M=, s) E —fi();

e ilMg.s) F file1 V @2) iff (M=, s) E fi(e1) V fi(e2);
* filMg,s) E fi(EX) iff (M=, s) | Eqy X f1(¢);

* ilMg.s) F fi(E(p1U ¢2)) iff (M=, 5) F Eq, (fi(@1) U fi(92));
* ilMg,s) F fi(Ap1U ¢2)) iff (M=, ) | Agy (fi(@1) U f1(92));

o filMg,s) E iUI*F (i, j ) iff
(M=, s) E EaéjXEa;'jF[ #i(p)

* fiMg,s) |=f1(EAk(G J.0)) iff
(M-, s) |:E G]XE G] #ﬁ((P) A

* fi(Mg,s) |=f1(DA"(G,J, qa)) zﬁ
(M+,s) '=EYstXEYstF[#ﬁ((p) Ak] A
T
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. ilMg,s) E AP (i, ), G, 9)) iff
(M=,s) F E(;;'ngEgéng[#ﬁ((p)

All the cases are straightforward, except the trust operators I2K,
E2% DA% and PA¥ that make use of the semantics and exploit the
constrained until operator of ARCCTL.; from the next state. This
operator counts the number of states satisfying the content fi (¢)
over the total number of states in the prefix starting from the next
state to the last state preceding the state satisfying A, which means
the newly added state. This prefix corresponds to the accessible
states from s, which are captured through the transitions labeled
by a;j for the operator Ik, ﬁst for the operator EA, yst for the

operator DAk and 5;79 for the operator Pk,

THEOREM 1.

(Mg, s) ¢ iff (M=, s) E fi(e)

ProoF. We prove this part of the theorem by induction on the
structure of the formula ¢.

- The three first cases (atomic variables, negation and disjunction)
are straightforward.

- For the formula ¢ = EX¢, we have (Mg,s) | EX¢ iff there
exists a path through which the immediate successor of s satisfies ¢.
From the definition of fj (M), all transitions obtained from Mg are
labeled by « in M.-. Consequently, using the semantics of E4X¢,
we obtain (M-, s) = Eq, X fi1(¢).

- For the formula ¢ = E(¢1 U ¢2), the path through which ¢
holds in Mg corresponds to the same path on M- labeled by «ap.
Thus, using the semantics of Ey, (41 U ¢2), we obtain (M-, s) |
Eq,(fi(¢1) U fi(¢2)). The formula with the universal quantifier
has the same proof.

- For the formula ¢ = 18k, j, ¢), using the definition of f; (Mg),
the existence of an accessible state different from the current state
is captured by E ; JX since one of the different accessible states
in Mg (premsely the first one according to the adopted ordering
of accessible states) is linked to the current state by a transition
labeled by a;’ in M.-. To capture the constraint condition in Mg,
we need to have a path in M. that contains all the accessible states
through which we can compute the number of states satisfying
¢. As accessible states are ordered and captured through a labeled
path by @}/ and reaching the new added state labeled by A in M.,
the path is captured by E ; i FA. The computation of the number
of states satisfying ¢ should only consider accessible states, which
corresponds to the states of the path flat prefix starting from the next
state to the last state preceding the newly added state. Consequently,
using the semantics of Ea;'jF #f(¢) A, we obtain (M-,s) E

[———Ak]

T
E i;XE ijF A
WXESE 8 8),

T

- The formulae ¢ = EAk(G, Ji®), o = DAk(G, J,¢), and ¢ =
P2 (i, j, G, ) have the same proof where only the appropriate
paths with their labels should be identified properly. first condition
and the formula to be counted for the constraint should be updated
accordingly. O
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(a) Original Model of GTL
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S2
(b) ARCCTL+1 Model

Figure 1: fi model transformation from GTL to ARCCTL.;

4.3 Stage 2: Model Checking MC.

For the second stage, the Function MC.. operates on the ARCCTL.1
formula @ and model M- to produce the set of states satisfying @,
ie., [[®]]. The function is recursive and makes use of MCy, the
model checking algorithm of ARCTL. The calls to MC4 operate on
ARCTL fomulae and M-. This is because ARCCTL.; models are
also ARCTL models (there is a simple mapping of each element of
M. to the corresponding element of My). For the cases of E, X ¢ and
Eq (@1 U[ 0 . ¢2), before calling MC4, new fresh atomic propo-
—A

sitions arg added to the states satisfying the ARCCTL-; subfor-

mulae. Thus, for the case E,X¢, the Function MCgx calls the

model checking of ARCTL MC4 for the ARCTL formula EoX y

where y is a fresh atomic proposition that holds in exactly the

same states where the ARCCTL.. subformula ¢ holds. The formula

F1=Eq4(¢; U[ #0 . ¢2) is model checked in the Function MCgy in
—A

the same way t(T) compute the set A of states satisfying the ARCTL
subformula E, (y1U y2) where y1 and y» are fresh atomic proposi-
tions holding exactly in the same states where the subformulae ¢
and ¢z hold respectively. After building, from the set A, the finite
set F of flat prefixes that satisfy y;U y2, the set of states satisfying
the constraint’s formula ¢ is computed by MCy4 (y, M-). The set
Y = [[F1]] is updated by adding the first state of every flat prefix
where the number of states satisfying ¢ over the size of the prefix
—1is Ak. The dual Function MCgay is similar with the following
changes: line 9 becomes Y := A; and line 14 becomes: if n = 0 or
U

|Si Ak thenY := Y — {so}. This means the first state of the flat
prréﬁx is removed from the set Y if the constraint’s equation is not
satisfied or if the prefix has only one state.

THEOREM 2. (M=,s) E ¢ iffs € MC+(p,M:)

ProoF. We prove this theorem by induction over the structure of
the formula ¢ using the soundness result of ARCTL, i.e., (My,s)
@4 iffs € MCa(pa, My) and the fact that M4 and Mc are equal.

- The atomic case is direct from the soundness of MCy4.

- For the negation case (¢ = —¢), the result is direct from the
fact that the set of states that satisfy —¢ is the complement of the
set of states that satisfy ¢.

- The disjunction case (¢ = ¢1 V ¢2) is direct from the fact that
the set of states satisfying ¢1 V ¢2 is the union of the sets of states
satisfying ¢1 and ¢s.
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Function MC-(®: ARCCTL-1, M-) : [[®]]

1: switch &:

2: case p: return MCyx(p, M-);

3. case —¢: return S- — MC= (¢, M-);

4: case @1 V @: return MC: (¢1, M=) U MC= (@2, M+);
5

6

: case E,X¢: return MCgx (a, ¢, M-);
. case Eq(p1U 4y  ¢2): return MCpy (@, @1, 2, ¢, Ak, M);
[—Ak]

T
7: case Aq(p1U #o @2): return MCay (@, 91, ¢2, ¢, Ak, M+);
[—Ak]

8: end switch

Function MCgx (e, ¢, M=) : [[EqX¢p]]
1 X = MC_(qa, M_),

2 Vs € X, V=(s) =V=(s) U {x};

3. return MCx(EqoX y, M=)

- For the case ¢ = E;X¢, since the states satisfying ¢ are the
same as the states satisfying y, we have s € MC.(EqX¢, M=) iff
s € MCA(EqX y, M+), so the result.

- For the formula ¢ = E,(¢p1U #é ¢2), the states that satisfy
[—Ak]
T
¢1 and ¢y are the same as the states satisfying y; and y2, which
yields the set A contains exactly the states satisfying Eq (¢1U¢2).
Also, the set S, contains the states satisfying ¢ since the states
satisfying y are the same as the states satisfying ¢. According to
the semantics of the formula ¢, s satisfies ¢ iff it satisfies Eq ($1U¢2),
so it is in A, and the number of states satisfying ¢, so in S,, and
belong to the flat prefix s¢ . .. s, starting at s = sp and ending at s,
# IS |
that satisfies ¢ meets the condition —¢Ak, which means —— Ak
T n

g contains the states in the flat prefix s ... sp—1 that satisfy ¢

andn=|sg...sp—1|. Thus, s € Y iff s satisfies ¢, so the result.
- The proof for the formula ¢ = Ay (91U #¢ ¢2) is similar.
[—Ak]

as S,

[m]

In the following, the subscripts C, A, + and G are used for the
models and formulae of CTL, ARCTL, ARCCTL.1, and GTL resp.

5 COMPLEXITY ANALYSIS

In this section, we will show that the complexity of model checking
GTL is PSPACE-complete for concurrent programs. Concurrent



Main Track

Function MCgy (@, ¢1, 92, ¢, Ak, M) : [[F1]]

1 X1 = MC: (@1, M-);

20 Xp = MC+((p2,M+);

3: X = MC= (o, M:);

4 Vs € X1, Va(s) = V=(s) U {1}

5: Vs € Xo, Vo (s) =V=(s) U{ya};

6: Vs € X, Va(s) :=V=(s) U{x}

7. A= MCA(Eq(1U x2), M+ );

8: if A = () then return 0;

9: Y := (D;

10: Build the finite set ¥ of flat prefixes sp...s, s.t. VO < i <

n—1s; € A&(M-,s;) | y1 and s, € A&(M-=,sn) E xo;
11: Sy = MCa(y, M:);

122 for each flat prefix sp...sp, € F
13: Sq[b] = S(p N {S(),..A,Sn_l};
. 1S
14: if n#0and —AkthenY =Y U {so};
15:  end for "
16: returnY

programs [23] are the natural framework for MASs as they are
composed of n concurrent agents, where each agent is described by
a transition system where transitions are labeled by actions. A con-
current behavior of these agents is obtained by the product of the n
transition systems where transition actions that appear in several
agents are synchronized by common actions. In these structures,
states and transitions are not listed explicitly, but having instead
compact representations that still correspond to the actual system.
In fact, in symbolic model checking, “the Kripke structures to which
model checking is applied are often obtained by constructing the
reachability graph of concurrent programs” [23]. We first start by
Theorems 3, 4, and 5 that give space complexity in explicit models.

THEOREM 3. The model checking problem of ARCTL for explicit
models can be solved in space O(|My]| X log |pal)-

ProoF. It is known from [37] that the model checking problem
of CTL can be solved in space O(|M¢| xlog |¢c|). The model check-
ing problem of ARCTL can be solved by a transformation to the
model checking of CTL. For the model, we only need to add, for
each transition in the M4 model, an intermediate state to the CTL
model labeled with a fresh atomic proposition representing the
atomic action labeling the transition in the ARCTL model. Each
transition in the input M4 model will need one additional state and
one additional transition in the output Mc model. Thus, the size
of the obtained M is linear with the size of the input M4. For the
formula, the transformation function f is defined recursively. The
case of atomic propositions is direct. ¢ V ¢ will be transformed to
f(e) Vv f(¥). EoX¢ will be transformed to EX(ap A EXf(¢)) and
Eq/Aa(@ U ) will be transformed to E/A((f(¢) V ap) U f(¥))
where @y is the fresh atomic proposition representing the atomic
action «a (the proof of the soundness of this transformation is pro-
vided after this proof). The size of the output formula is then linear
with the size of the input one. Since the length of the recursion
is bounded by the size of the formula and the computation of the
transformation is clearly logarithmic, we are done. O
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Soundness of the Transformation in the Proof of Theorem 3. Let My
and Mc be the ARCTL and CTL models respectively, and f(¢) be
the CTL formula obtained from the transformation of the ARCTL
formula ¢. We have: (Mg, s) E ¢ iff (Mc,s) E f(¢).

Proor. The proof is by induction on the structure of ¢.

- The three first cases (atomic variables, negation and disjunc-
tion) are straightforward since the corresponding states in the two
models are the same.

- For the formula E,X¢, according to the semantics, ¢ holds in
the next state through an a-path of M4. According to the transfor-
mation of the model, @) holds in the next (newly added) state
of Mc through the corresponding path, and f(¢) holds in the
next sate of this newly added state. Thus, we obtain (Mc,s) |
EX(ap N EXf(9)).

- For the formula E,(¢ U ¢), according to the semantics, ¢
holds in all the states through an a-path of M4 until the state
where ¢ holds. According to the model transformation, this path is
transformed to a path in Mc where between each two successive
states, a new state labeled by ap is added. Thus, each state through
this path in M¢ will satisfy either f(¢) if it is a state from M4 or
ap if it is an added state, e.i., f(¢) V ap until reaching the state that
satisfies f(1/). Consequently, (Mc,s) E E((f(¢) V ap) U f(¥)).

- For the formula Ay (¢ U ¢), which is transformed to A((f(¢) V
ap) U f(¥)), the proof is similar.

O

THEOREM 4. The explicit model checking problem of ARCCTL-
can be solved in space O(|M=| X log |¢=).

Proor. From Theorem 2, model checking ARCCTL. is solved
using the procedure MC- that calls the model checking of ARCTL.
MC. is recursive and the recursion’s depth is bounded by the size
of the formula. From Theorem 3, the first four cases are straight-
forward. For the sixth and seventh cases, the Functions MCgy and
MC 4y build and check the flat prefixes one by one without storing
the whole set. The result follows then from Theorem 3. O

THEOREM 5. The model checking problem of GTL for explicit
models can be solved in space O(|Mg| X log |pg|)-

Proor. Model checking GTL can be solved by calling the model
checking algorithm of ARCCTL.; (Theorem 1). The size of the
obtained M. model from the input model Mg using fi is clearly
linear with the original Mg model. For the formula, we show
that the size of the input GTL formula @ is linear in the length
of the output ARCCTL.; formula fi (®). We prove this by induc-
tion over the structure of ®. The proposition holds for the atomic
case, and we have: |fi (~¢)| = 1+ Ifi(0)l; [fi(p1 V g2)| = 1+
Ifilen)] + 1fi(@2)l; 1i(EX@)| = 2+ [fi(@)] (note that |ag| = 1);
fi(E(1Up))| = 2+ [filon)] + Ifi(p2): IA(A(p1Ug2))| = 2+
()l +1Ai(02) s LA, )| = 5+ filo)]; L (BN, )] =
5+ 1£i (@)l (D (G, )] = 5+ 1fi (@) [P (i, ,0)] = 5+
|fi(@)|. Thus, if the proposition holds for ¢, ¢1, and @, then it holds
for fi(=¢), filer V @2), fi(EX9), fi(E(p1Up2)), fi(A(p1Ug2)),

ARG, j, ), A(EMR(, jo @), fi(DPR(, j @), and fi (PAR (L, j, G, @)

The transformation needs logarithmic space, so the result follows
from Theorem 4. a
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Let MC(L) be the problem of model checking the language £
for concurrent programs.

THEOREM 6. MC(ARCCTL.1) is PSPACE-complete.

Proor. Hardness is immediate by a reduction from MC(CTL),
proved to be PSPACE-complete [23]. Membership is direct from
Function MC- since MC(ARCTL) is PSPACE-complete [22]. O

THEOREM 7. The program complexity of MC(ARCCTL.;) is PSPACE-

complete.

ProoF. PSPACE-hardness is direct from the PSPACE-completeness
of the program complexity of MC(CTL) [23]. The result follows
then from Theorem 6 as the complexity of MC(ARCCTL.1) is
greater than or equal to its program complexity. O

PROPOSITION 1. Let Mod(L) be the model of the language L
and <o denote the log-space reduction. We have Mod(GTL) <44
Mod(ARCCTL:4).

Proor. We show that the model reduction from GTL to ARCCTL.{
presented in Section 4.2 can be computed by a deterministic Turing
machine TM in space O(log(|Mod(GTL)|)). TM reads in the input
tape a model of GTL and generates in the output tape, one by one,
the same states with the same state ordering, the same state label-
ing function, the same transitions as the input after labeling them
with ap and writing @ in the set of atomic actions AC4, and an
additional state spe to which it associates the last ordering rank
with a unique label A. For each state s and each pair of agents (i, j),
TM reads the accessibility relations ~;—, ; from this state one by
one in a sequential way in the same order of the accessible states,
adds oy’ to the set AC4 and adds transitions labeled by ay’, first
from s to the first accessible state, then between each two adjacent
accessible states according to their order, and finally from the last
accessible state to the newly added state speq. The other acces-
sibility relations follow the same procedure. Thus, to transform
the accessibility relations, we only need to record 3 states at each
time: the original state s, current accessible state, and last accessible
state to which a transition labeled by a2’ has been added. All these
operations can be done in a logarithmic space in the size of the
input model, so we are done. O

THEOREM 8. MC(GTL) is PSPACE-complete.

Proor. PSPACE-hardness is direct from the PSPACE-completeness
of MC(CTL). The PSPACE upper bound for the formula follows
from Theorem 5. Finally, since the program complexity of MC(GTL)
is greater than or equal to the program complexity of MC(CTL),
the result follows from Proposition 1 and Theorem 7. O

6 RELATED WORK AND CONCLUSION

Modeling and model checking quantitative trust within a group
have not been investigated yet. Indeed, there are relatively a few
proposals directly related to our work. For instance, in [10], the
authors proposed a logical approach for the concept of graded trust.
They developed a logic by combining dynamic logic [18] with a BDI-
like logic [8]. In a follow-up work, [9] defined a logical framework
to represent graded trust in terms of two independent components:
graded beliefs and graded regularities. Trust is reduced to graded
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beliefs, so the graded trust is defined as the strength level of the
truster agent belief about the trustee agent sincerity. In another
proposal, [26] have focused on analyzing the trust that can be as-
sociated with information sources. The authors have integrated
graded beliefs into a logical framework that defines different kinds
of trust. In [27], the quantitative aspects of trust has been consid-
ered in a dynamic epistemic logic setting, where the relationship
between trust and belief change is presented using Dynamic Logic
of graded Belief and Trust (DL-BT). The graded trust operator in
the proposed logic is interpreted using a neighborhood semantics
[31], whose model checking is yet to be developed. In [28], a logic
of graded beliefs with a formal semantics grounded on the notion
of belief base is presented. The authors applied the proposed lan-
guage to the analysis of the concept of social influence. Moreover,
a sound and complete axiomatics and a model checking algorithm
are provided. However, these approaches do not deal with trust as
a first-class citizen, but focus on agents with mental states where
the trusting entity is normally capable of exhibiting private beliefs,
desires, and intentions. Furthermore, only individual trust is ad-
dressed and no quantification over groups is considered. In [12],
TCTLE that formally presents the quantitative aspect of trust in
MAS:s is introduced along with a preliminary model checking pro-
cedure. However, only individual trust has been considered and no
complexity has been explored. In terms of reasoning about trust in
groups, [11] presented a language named BT that allows reasoning
about individual and group trust. The authors analyzed the satis-
fiability and model checking problems of this logic. However, the
approach focuses solely on qualitative reasoning.

Graded modalities have been added to the semantics of CTL by
many authors. For instance, in [4], the authors introduced GCTL,
the extension of CTL with graded modalities on paths. GCTL counts
the number of equivalence classes of paths satisfying a given for-
mula. The authors proved that the satisfiability problem of GCTL is
solvable in EXPTIME. In [5], a trust quantification framework based
on Subjective Logic has been proposed. The framework interprets
the behaviors of agents and assigns them a trustworthiness score.
Moreover, [3] introduced a novel semantics for Strategy Logic with
Knowledge in which one can specify, for each agent, the set of
agents whose strategy she is informed of. The complexity of the
model checking is also presented. Other proposals considered a
graded logical formalism for strategic reasoning in MASs. In [29]
and [2], two different graded versions of Strategy Logic (SL) are
defined. For instance, the authors in [29] introduced Graded Strat-
egy Logic (GSL), an extension of SL by graded strategy quantifiers.
In [16], the authors enriched the Alternating-time Temporal Logic
(ATL) with a graded modality in order to determine the value of
the maximum grade for which the particular formula is true. These
proposals do not consider the trust concept and their quantification
approaches are different from our grading approach based on the
number of accessible states instead of runs or strategies.

We introduced GTL to represent quantitative individual and
group trust and presented a novel technique for its model checking.
We showed that the complexity of this model checking for concur-
rent programs is PSPACE-complete. For future work, we plan to
integrate the concept of ability to bring about something a la [15]
and investigate trust and commitments [39] in the Strategy Logic.
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