Extended Abstract

AAMAS 2022, May 9-13, 2022, Online

Proof-of-Work as a Stigmergic Consensus Algorithm”
Extended Abstract

Onder Giircan
Université Paris-Saclay, CEA, List
F-91120, Palaiseau, France
onder.gurcan@cea.fr

ABSTRACT

In this paper, we make a theoretical analysis from a coordination
perspective and conclude that the Proof-of-Work (PoW) algorithm
is a stigmergic consensus algorithm where the trace left by an action
in the blockchain through indirect coordination of agents stimulates
subsequent actions and eventually creates a single chain of blocks.
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1 INTRODUCTION

Bitcoin [25] employs the Proof-of-Work algorithm (PoW) [2] for
maintaining an agreement in a trustless network, by including
mechanisms that ensure that the effort of block creation is repre-
sented within the block submitted by its creator.

Technically speaking, in PoW blockchain systems there are two
main kinds of participants: users and miners [15, 16]. All partici-
pants store unconfirmed transactions in their memory pools and
confirmed transactions in their local blockchains. Users create trans-
actions by carefully choosing a fee and then diffuse them for being
confirmed in a block in the blockchain. Miners continuously at-
tempt to order and approve a selection of the transactions they
received as a block (that includes the hash value of a previous block
in the blockchain) by executing a compute-intensive algorithm of
a predetermined difficulty to generate a valid hash value for this
block as a proof of their work (PoW). Upon finding such hash values,
the corresponding miners transmit their blocks to the network to
be appended to the blockchain. The result is a tree of blocks where
the longest chain of that tree is considered as the valid blockchain.

While some researchers classify PoW as a Nakamoto consensus
algorithm [7, 8, 14, 24, 34, 42] or as a proof based (also called Proof-
of-X) consensus algorithm [4, 6, 10, 26, 37, 38] or as a compute-
intensive based consensus algorithm [21], some other researchers
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do not even consider it as a consensus algorithml. Hence, our
objective is to shed light on this issue.

2 POW AS A MAS CONSENSUS ALGORITHM

Put into the blockchain context, consensus algorithms aim to agree
on the new blocks among the participants. In multi-agent systems
(MAS), consensus algorithms aim to make agents to decide asymp-
totically (i.e. the finality is not necessarily immediate) on a common
value which is based on the values that the agents propose through
local interactions and computations (definition based on [5]). There
are basically two types of agreements in MAS consensus: (1) by
agreeing on one of the proposed values (e.g., bees deciding on a
food source [32], ants deciding on a trail for a food source [9])
or (2) by agreeing on a fusion of all proposed values (e.g., time
synchronization in a wireless sensor network [19, 41], collective
behaviour of flocks and swarms [27, 31]). Besides, in MAS consen-
sus algorithms agents can coordinate by indirectly interacting with
each other through persistent and perceivable changes to a common
environment where recipients are all agents who will perceive these
changes [22]. Environment is a first-class abstraction in the MAS
paradigm [39] and, is a participant and a shared memory, not just a
medium for interaction.

Considering a blockchain system as a MAS (as proposed in
[1, 11, 17, 18, 23, 29]), the shared data structure blockchain is a
persistent, dynamic and virtual environment allowing agents to in-
teract indirectly with each other and aggregating the information.

3 POW AS A STIGMERGIC ALGORITHM

Concretely, PoW resembles the stigmergic MAS of ants deciding on a
trail for a food source [35]. The objective of an ant society is to bring
back as much food as possible from a food source that will satisfy
its members. When worker ants leave their nest to find food (i.e.
foraging), they leave behind a trail of pheromones along the way.
When they find food, they fill up their social stomach with as much
food as it can. Then they scurry back to their nest following the
trail leaving again pheromones along the way. The ants will begin
sharing food with other members of its colony through the social
stomach and more ants will begin to follow the traced scent back
to the food source. Every time an ant visits the food source, it adds
to the effectiveness of the scent trail. Meanwhile, other ants may
take various ways to the food source and back to the nest, leaving
again traces of scent. This eventually leads to an optimization of

1 As put forward by [14]: "It is not easy to relate the probabilistic guarantees offered by
PoW consensus protocols to the consensus definition used in the distributed systems
literature (i.e. Byzantine Fault-Tolerant [BFT] consensus protocols).'. Thus the common
approach of the distributed systems community is either trying to define PoW as a
randomized consensus algorithm with deterministic termination or not considering it
as a consensus algorithm at all.
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the path: since pheromones are evaporative, the shorter the trail is
the stronger the scent is — so more ants take the strongest trail.

Now, consider a PoW-based blockchain system like an ant society.
The objective of such a society is to confirm as much transactions
as possible to satisfy its members. The food source resembles the
state in which all (including future) transactions are confirmed and
bringing a part of the food to the nest resembles confirming some
unconfirmed transactions. When a miner finds unconfirmed trans-
actions, it fills up its new block with as much transaction as it can.
Then it appends its block to the blockchain and creates a trail of
blocks linked by cryptographic links. This way, it shares confirmed
transactions with other members of its society and more miners
begin to follow the traced scent to reach the state where all trans-
actions are confirmed. Every time a miner confirms transactions
as a block, it adds to the effectiveness of the branch. Meanwhile,
some other miners may take different branches, leaving again trails
of blocks. This eventually leads to an optimization of the path:
since cryptographic links are very strong, the longer the branch is the
stronger it is — so more miners follow the strongest branch.

In conclusion, just like in an ant society [36], miners work as if
they were alone while their collective activities appear to be coordi-
nated. This is called stigmergy: an indirect, mediated mechanism of
coordination between actions, in which the trace of an action left
on a medium stimulates the performance of a subsequent action
[20]. Stigmergy fits well to PoW since the blocks adopted by agents
in the system guide which next blocks will be created and which
next transaction will be issued. Consequently, we can conclude that:
PoW is a stigmergic consensus algorithm.

4 THE FUNDAMENTAL PROPERTIES OF POW

Stigmergy enables complex, coordinated activity without any need
for planning, memory, communication, mutual awareness, simul-
taneous presence, imposed sequence, commitment or supervision
[20]. Below, we show how well PoW holds these properties.
Planning: Agents should only be conscious of the current state
of the operation. There is no strategy or plan defining which block
(or transaction) needs to be appended to the blockchain or when.
Memory: Agents do not need to recall their previous activities;
there is no need to store information about the state of the work
anywhere but in the blockchain. Hence, agents can easily exit a
blockchain system and then come back again. Communication:
No information for negotiating over the actions to be taken needs
to be exchanged between the agents, except through the work
performed in the blockchain. Mutual awareness: Every agent op-
erates independently; they do not even need to know that others are
present in the system to decide which actions to be taken. Simulta-
neous presence: The agents need not to be present simultaneously;
they can work whenever and wherever they are available, thanks
to the fact that the traces (i.e. blocks and transactions in them)
are persistent and can guide agents at any later time. Imposed
sequence: Actions are carried out inherently in the right order,
since an action would not be commenced until the right condition
is in place; the work-flow emerges as the finishing of one block
creation, creation of the next or as the confirmation of a transaction
triggers the creation of the successive transactions. Commitment:
Agents do not need to commit to creation of a specific block; they
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choose instantly what actions they should perform, depending on
incentive and other contingent conditions; agents that quit or other-
wise become unavailable is spontaneously replaced by other agents.
Supervision: Disruptions (e.g., branches) are automatically fixed,
without any centralized control directing the activity.

PoW also holds some self-* properties [33] such as self-healing
and self-resilience. Self-healing property represents the ability to
recover under failures. Recently, it has been reported that PoW is a
self-healing algorithm [3]. Self-resilience property represents the
ability to reliably provide a service while failures. In PoW, no agent
is committed to create a future block and thus in case of a failure
or an attack another agent can maintain the service.

5 DISCUSSION AND CONCLUSION

To the best of our knowledge, there is no other study categorizing
PoW as a stigmergic consensus algorithm. Considering that the
blockchain is a shared memory structure, albeit with interesting
safety guarantees, the only study we are aware of are [28] that pro-
poses the idea that shared memory structures can be used as virtual
stigmergy for swarms of robots and [12] that proposes a language
for describing virtual stigmergy. However, both studies do not take
into account a system like blockchain that can be deployed to the
Internet and that can be subject to severe failures like selfishness
[13, 30] and Byzantine failures [8].

A PoW blockchain is a sort of collective intelligent system [33] in
the sense that it relies on feedback: action elicits action, through
the intermediary of the blockchain (i.e. the trace). Typically this
feedback is positive with actions intensifying and elaborating the
blockchain, thus eliciting more intense and diverse further actions.
The resulting cycle enables blockchains (the common good) to be
increasingly built up. Any agent may then profit from this common
good without putting in any effort in return without reducing its
value. An agent without leaving a stigmergic trace (i.e. blocks or
transactions) does not, by that action, make the blockchain less use-
ful to the other agents®. This conclusion enables us to identify what
type of system PoW is creating, how it can be improved and where
it can be deployed (e.g., to the Internet, to robot swarms [40] or to
wireless sensor networks, where, for instance, mutual awareness
and simultaneous presence may not necessarily be mandatory).

Nevertheless, PoW was not initially engineered as a stigmergic
algorithm. Thus, its entire potential strength remains unused (e.g.,
frugality). However, re-engineering such a system is not trivial.
Unlike other stigmergic systems, PoW blockchains are deployed to
the Internet and they should be tolerant to any kind of fault. To this
end, we identified the following key principles: (1) the agents cannot
inherently rely on (i.e. take into account without questioning) the
information coming from others, (2) the agents can inherently rely
on its own local information (e.g., the ban score, its own local clock),
(3) the agents can take into account the information found in its
local blockchain directly (e.g., confirmed transactions and blocks)
and (4) the agents can take into account the information validatable
on its local blockchain (e.g., an unconfirmed transaction that is
using the other transactions on the blockchain, an unconfirmed
block whose hashcode is successively linked other blocks).

%In fact, by validating all the data it receives and diffusing only the ones that are valid,
it already increases the quality of the stigmergic trace.
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