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ABSTRACT

In a cooperative multiagent system, a collection of agents executes
a joint policy in order to achieve some common objective. The
successful deployment of such systems hinges on the availability
of reliable inter-agent communication. However, many sources of
potential disruption to communication exist in practice, such as
radio interference, hardware failure, and adversarial attacks. In this
work, we develop joint policies for cooperative multiagent systems
that are robust to potential losses in communication. More specifi-
cally, we develop joint policies for cooperative Markov games with
reach-avoid objectives. First, we propose an algorithm for the decen-
tralized execution of joint policies during periods of communication
loss. Next, we use the total correlation of the state-action process
induced by a joint policy as a measure of the intrinsic dependencies
between the agents. We then use this measure to lower-bound the
performance of a joint policy when communication is lost. Finally,
we present an algorithm that maximizes a proxy to this lower bound
in order to synthesize minimum-dependency joint policies that are
robust to communication loss. Numerical experiments show that
the proposed minimum-dependency policies require minimal co-
ordination between the agents while incurring little to no loss in
performance; the total correlation value of the synthesized pol-
icy is one fifth of the total correlation value of the baseline policy
which does not take potential communication losses into account.
As a result, the performance of the minimum-dependency policies
remains consistently high regardless of whether or not communi-
cation is available. By contrast, the performance of the baseline
policy decreases by twenty percent when communication is lost.
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1 INTRODUCTION

In a cooperative multiagent systems, a team of decision-making
agents aims to achieve a common objective through repeated inter-
actions with each other and with a shared environment. Such mul-
tiagent systems are ubiquitous; many applications of autonomous
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systems — such as the coordination of autonomous vehicles, the
control of networks of mobile sensors, or the control of traffic lights
— can be modeled as collections of interacting agents [6, 19].

Inter-agent communication plays an essential role in the suc-
cessful deployment of such multiagent systems. In particular, the
coordination between agents via communication — their agreement
upon the particular actions to collectively take at any given point
in time - is often necessary for the successful implementation of an
optimal joint policy [5]. However, many possible sources of com-
munication disruption exist in practice, such as radio interference,
hardware failure, or even adversarial attacks intended to sabotage
the team. Lost or unreliable communication can result in substan-
tial degradation of the team’s performance, because it removes the
agents’ ability to coordinate. Despite this reliance of the team’s
performance on communication, multiagent learning and planning
algorithms typically do not offer robustness guarantees against
possible losses in communication.

In this work, we study multiagent systems that are robust to such
communication losses. In detail, we study sequential multiagent
decision problems formulated as cooperative Markov games with
reach-avoid objectives [1, 15]. We make the following contributions.

(1) Imaginary Play for Policy Execution During Intermittent Com-
munication. During periods of lost communication, each agent main-
tains imaginary versions of their teammates’ states and actions
using the pre-agreed-upon joint policy and a model of the environ-
ment’s stochastic dynamics. By maintaining such imaginary copies
of their teammates, each agent may act according to a model of
how their teammates are likely to behave, without receiving any
communicated information from them. Once communication is
re-established the agents share updates, correct their imaginary
models, and proceed with policy execution as normal until commu-
nication is lost again, or until the team’s task is complete.

(2) Theoretical Results: Total Correlation as a Measure of Policy
Robustness to Communication Loss. We use the total correlation [27]
— a generalization of the mutual information — of the stochastic
state-action process induced by the joint policy as a measure of
how reliant that particular policy is on communication. To relate
this measure to the performance of the policy, we provide lower
bounds on the value function achieved during intermittent com-
munication, in terms of the total correlation of the policy and the
value function it achieves when communication is available. In
addition to the policy synthesis algorithm described below, this
lower bound provides a means to select communication resources
that are sufficient to achieve a particular performance while using
noisy communication channels.

(3) Synthesis of Policies Robust to Intermittent Communication. To
synthesize minimum-dependency policies that remain performant
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under intermittent communication, we present an algorithm that
maximizes a proxy to the lower bound described above. This opti-
mization problem is formulated as a difference of convex terms. We
solve for local optima using the convex-concave procedure [29].

Numerical results empirically demonstrate the effectiveness of
the proposed algorithms for communication-free policy execu-
tion and for the synthesis of minimum-dependency joint policies.
When communication is not restricted, the synthesized minimum-
dependency policies enjoy task performance that is similar to a
baseline policy that does not take potential communication losses
into account. However, the minimum-dependency policies require
minimal coordination between agents; the total correlation value
of their joint state-action processes is roughly one fifth of the total
correlation value of the process induced by the baseline policy.

As a result, the performance of the minimum-dependency poli-
cies remain constant, even when communication between agents
is restricted to be entirely unavailable. By contrast, we observe
a twenty percent degradation in the performance of the baseline
policy when communication is lost.

Outline. In §2 we discuss related work. In §3 we introduce pre-
liminary material as well as the notation used throughout the paper.
We present our problem statement and an illustrative running ex-
ample in §4. The proposed algorithms for policy execution during
communication losses are presented in §5. The paper’s theoretical
results and their implications are discussed in §6 and §7. We give
the proofs of these theoretical results in [12]. In §8 we present the
proposed formulation and solution to the policy synthesis problem,
before presenting the experimental results in §9.

2 RELATED WORK

Multiagent decision-making problems have been formulated using
several models, e.g., multiagent Markov decision processes (MDPs)
[5]. Our problem setting, in which each agent has independent
transitions and may only observe their own local state, is most sim-
ilar to transition-independent decentralized MDPs (Dec-MDPs) [3].
However, while this work considers the fully decentralized setting
- the agents cannot communicate at all - we consider the setting
in which communication is allowed but unreliable. We note that
Dec-MDPs are a special case of decentralized partially observable
MDPs (Dec-POMDPs) [18], which are notoriously difficult to solve
in general when the agents cannot communicate. In fact, even pol-
icy synthesis for finite-horizon transition-independent Dec-MDPs
without communication is NP-complete [10].

Prior work for multiagent systems considers imposing specific
communication structures between the agents, either as a depen-
dency graph [11], or as a subset of joint states at which the agents
may communicate [17]. In addition to these fixed communication
structures, the papers [2, 28] consider communication as an explicit
action that can be taken by the agents, leading to dynamic commu-
nication structures that change over time. While all of the above
works consider synthesizing optimal behavior according to specific
communication structures, our work studies multiagent systems
that are robust to unpredictable communication losses.

To render the multiagent systems robust to communication loss,
our work aims to minimize intrinsic dependencies between the
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agents. As a measure of such dependencies, we use the total corre-
lation [27] — an information theoretic measure — of the state-action
process induced by the joint policy. Information theoretic measures
have been studied in single-agent MDPs [9, 14, 22, 25]. In particular,
[25] synthesizes single-agent policies that minimize the transfer
entropy from the state process to the action process with the pur-
pose of minimizing the reliance of the policy on the underlying
state process. By contrast, our work considers a multiagent setting
and introduces information theoretic measures with the specific
purpose of providing guarantees on the performance of the team
under communication loss. The paper [9] proposes to minimize
the mutual information between the underlying state process and
the agent’s action process in the context of single-agent reinforce-
ment learning. By contrast, we study the multiagent setting and
provide bounds on the performance of the entire team, when the
agents have intermittent communication. Furthermore, we provide
an optimization problem to synthesize joint policies that are robust
to communication loss. In the multiagent reinforcement learning
setting, [26] consider minimizing the mutual information between
the state processes and the messages shared between the agents,
but do not provide theoretical result on the performance of the
team when communication is only intermittently available.

The centralized training decentralized execution paradigm in
has recently drawn attention in multiagent reinforcement learning
[16, 21, 23, 24]. These works enforce independence between the
agents by imposing that the team’s value function can be decom-
posed into local functions for each of the agents. In our work, we
do not consider decomposition of the value function, but instead di-
rectly synthesize a joint policy that leads to intrinsic independence
between agents. Another method to compute policies for decentral-
ized execution, is to post-process a given joint policy. For example,
[8] uses the rate-distortion framework [7] for this purpose. Our
work does not assume a joint policy to be given a priori; we instead
directly synthesize a joint policy that minimizes dependencies.

As discussed above, prior works tackle communication loss by
making the policies fully decentralized [21, 23], or by having the
agents maintain beliefs about their teammates [2, 28]. While belief-
based myopic approaches lead to high reward for a single step,
they do not guarantee optimality over entire paths. Instead of main-
taining such belief distributions, in our work each agent creates
imaginary copies of its teammates when communication is lost; this
idea is similar in spirit to the concept of digital twins [4]. Combined
with total correlation, the proposed imaginary play algorithm leads
to performance guarantees over the entire path.

3 PRELIMINARIES

In this section, we outline several definitions and notation used
throughout the paper. Given a finite collection of N agents — which
we index by i € {1,2,..., N} — we model the dynamics of each
individual agent using a Markov decision process (MDP) M. An
MDP is a tuple M = (Si,s},ﬂi, Ti). Here, S! is a finite set of
states, s; € S'isan initial state, A’ is a finite set of available actions,
and 77 : 8T x A} — A(S?) is a transition probability function. We
use A(S?) to denote the set of all probability distributions over the
state space S I For notational brevity, we use Vi (si, al, yi) to denote
the probability of 4’ given by the distribution 77 (s, a’). A path £ in
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the MDP M is an infinite sequence & = séaésiai ... of state-action

pairs such that for every t =0, 1,.. ., Ti(sf, ai, siﬂ) > 0.

Given such collection of agents, along with their correspond-
ing MDPs M, we formulate the team’s decision problem as a
cooperative Markov game M. The game is considered cooperative
because all agents share a common objective. A cooperative Markov
game involving N agents, each of which is modeled by an MDP
M = (Si,s;,.ﬂi,Ti), is given by the tuple M = (8, s;, A, 7).
Here, S = S! x S x ... x SN is the finite set of joint states, sy =
(sl, el S}V) is the joint initial state, A = A xA2x. . . x AN is the
finite set of joint actions, and 7 : 8 X A — A(S) is the joint transi-
tion probability function. For notational brevity, we use 7(s, a, y) to
denote the probability of y in the distribution 7(s, a). The joint tran-
sition function 7 is defined as 7(s,a,y) = Hfil T(si, al, yi) for all
s = (51,..,,sN),y = (yl,...,yN) €eSanda=(d,...,aN) € A.
We note that the definition of the joint transition function 7 as-
sumes that the dynamics of the individual agents are independent.
We use & = spapsiaj ... to denote the joint path of the agents. The
joint path £ is the union of individual paths &1, ..., &N,

A (stationary) joint policy 7joins : S — A(A) is a mapping
from a particular joint state to a probability distribution over joint
actions. We use 7joint (s, @) to denote the probability that action a
is selected by 7joins given the team is in joint state s.

In this work we consider team reach-avoid problems. That is, the
team’s objective is to collectively reach some target set S+ C S of
states, while avoiding a set S # C S of states. The centralized plan-
ning problem then, is to solve for a team policy 7joins maximizing
the probability of reaching S from the team’s initial joint state s,
while avoiding S #. We call this probability value the reach-avoid
probability. More formally, we say that a path & = sjaisqay. ..
successfully reaches the target set S if there exists some time M
such that sy € Sqand forallt < M, s; ¢ S 4.

For notational convenience, we use s % € S!x...xS 1 xS+l x
...xSN to denote the states of agent i’s teammates, excluding agent
i itself. By ST=81x.. . xS8 1xS* x. . SN we denote the set
of all collections of the states of agent i’s teammates. We similarly
use @' and A~ to denote the actions of agent i’s teammates and
the set of all possible such collections of actions, respectively.

We use x5 4 to denote the occupancy measure of the state-action
pair (s, a), i.e., the expected number of times that action a is taken
at state s. Similarly, x;: ;i denotes the the occupancy measure
of the state-action pair (s, a’) for agent i. We note that Xgigi =
Zs*ieS’i Za*ieﬂ’i Xgi g=i qi gi-

The entropy [7] of a discrete random variable Y with a support Y
isH(Y) = - X yey Pr(Y = y) log(Pr(Y = y)). The Kullback-Leibler
(KL) divergence [7] between discrete probability distributions Q!
and Q? with supports Q! and Q?, respectively, is

(Ql(q))_

KL(Q'IQY) = ) Q'(q)log

Jorch Q*(q)
4 MULTIAGENT PLANNING AND
COMMUNICATION

In this work we study the cooperative execution of joint policies
when communication between the agents is intermittent, and in
some cases entirely absent. We begin by discussing the inter-agent
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Figure 1: An illustration of the procedure for joint policy exe-
cution. At each decision step, all agents simultaneously check
whether communication is available. If it is available, the
agents share their local states in order to obtain the current
joint state s; before agreeing upon a joint action a; sampled
from the joint policy 7j,in:. Otherwise, the agents execute
Tjoint Using imaginary play, outlined in Algorithm 1.

communication that is necessary, in general, for team policy execu-
tion before we present the problem statement.

The agents operate in the environment by collectively executing
a joint policy 7joins. Each agent only has access to its own local state
and action information. The agents must communicate their local
states si at each timestep t and use 7joins to collectively decide on
a joint action a, as is illustrated in Figure 1. Each agent executes its
own local component a’ of the selected joint action and resultingly
transitions to its next local state si oy

We note that the joint policy requires communication between
the agents at every time step. On the other hand, if the team suffers
a communication failure at any given timestep, then they will not
be able to share the necessary information to execute the joint
policy in the manner described above.

Problem statement. (1) Create a planning algorithm that enables
the agents to perform decentralized execution of the joint policy
when communication is lost. (2) Quantify the performance of the
team when such an algorithm is used during communication losses.
(3) Synthesize joint policies that remain performant, even when
communication is lost.

An illustrative example. We present the running example illus-
trated in Figure 2 to help motivate the above problems. Two robots
R; and Ry must simultaneously navigate to their respective targets
T; and Ty. The robots must also maintain a pre-specified minimum
distance from each other during navigation to reduce the risk of the
robots colliding. Furthermore, rough terrain makes large portions
of the navigation environment impassable, requiring the robots to
navigate through one of two narrow valleys in order to reach their
targets. Finally, a lake of water presents risk to the robots; if either
of them accidentally falls into the water, then the team fails its task.
The team’s task is only considered complete once both robots have
safely navigated to their respective targets. The objective of the
agents is to complete this task with as high a probability as possible.

Given this team task, the robots may both choose to navigate
through the bottom valley in order to reach their targets. This route
is shorter than traveling through the top valley for both robots,
and it avoids passing near the dangerous body of water. However,
they must take turns when passing through the shared bottom
valley to ensure that the robots never get too close to each other.
Such behavior requires communication; both agents should share
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Figure 2: A two-agent navigation example. Two robots, R;
and R, must navigate to their respective targets, T; and T3,
while avoiding collisions with each other. The terrain neces-
sitates that each robot navigates through one of two valleys,
while avoiding the water at the top of the map. During pol-
icy execution, each robot may only observe its own location,
however, the agents communicate their locations with each
other when such communication is possible. The colored
curves illustrate different paths that the robots might to take,
depending on the availability of communication.

their current location and intended next action in order to avoid
simultaneously entering the valley.

By contrast, if no communication is available, the robots may
instead choose to navigate through different valleys altogether. This
joint behavior increases the risk that one might fall into the water,
but it removes the requirement that the robots communicate.

5 DECENTRALIZED POLICY EXECUTION
UNDER COMMUNICATION LOSS

Consider a scenario in which the team of agents lose communication
during the execution of a joint policy. Under such circumstances,
the agents cannot execute the policy as outlined in the previous
section and as illustrated in Figure 1. Each agent must instead
decide on a local action for itself, without knowing the local states
or actions of its teammates. To achieve this decentralized execution
of the joint policy, we propose to use imaginary play; each agent
maintains imaginary copies of its teammates during periods of
communication loss. That is, given the joint policy, the stochastic
dynamics of the Markov game, and the states of their teammates
at the last timestep before communication was lost, the agents
maintain simulated copies of their teammates’ states. Each agent
then uses its own imaginary version of the entire team to sample a
joint action from the policy, executes its own local component of
that joint action, and then simulates the next states of its imaginary
teammates. In the next time step, this process repeats.

Algorithm 1 details this process of joint policy execution through
imaginary play. Before the communication breaks, every Agent i
shares its state s! with its teammates at every time step, and the
agents collectively decide on a joint action a;. When the communi-
cation breaks at time t,,, every agent i starts to play with imag-
inary teammates. That is, based on the last joint action dy,___,.i
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Algorithm 1: Policy Execution with Imaginary Play

1 t1pss = ©0.
fort=0,1,...do
if Communication is possible then

2
3
4 For every i € [N] do in parallel
5

Share si with other agents.
o
6 Set §, ; —st forall j # i.
7 Jointly decide on an action a; ~ 7joint(st).
8 Set &t,i = a.
9 Execute ai and transition to sgﬂ ~ ‘7'(5;', ai).
10 else

11

L Set t},5s = t. break

12 for t = tye, tipss + 1, - .. dO

13 ift=0 then

14 ‘ Sets Jforall]il
15 else

16 ) forall j # i.

LSamples ~‘7'J(st Liv t Li

17 For every i € [N] do in parallel

18 Sample sA{ ~ T .l.) forall j # i.

-1,
19 Decide on an action
- Lol si-1 i ai+l
G~ ”Jomt(st,i""’st,i ,st,s“ tl)
20 Execute d, ; and transition to s, T(sl Al )

Algorithm 2: Policy Execution with Intermittent Commu-
nication

1 fort=0,1,...do

2 if Communication is possible then

3 For every i € [N] do in parallel

4 Share s} with other agents.

5 Set§{ —st forall j # i.

6 Jointly decide on an action a; ~ 7joint(st).
7 Set (it,i = daz.

8 | Execute a; and transition to s, ;, ~ 7 (s}, a;).
9 else
10 For every i € [N] do in parallel

1 if ¢t = 0 then

12 ‘ Sets”il:s} forall j # i.

else
L Sample s S ElGH

13

14 ) forall j #i.

t-1,i° tlz

15 Decide on an action

~ ol si—1 (i i+l
at,i~ﬂjaint(3,,,~ SSpSii 5.
16 Execute d and transition to s; T(s’ Al )

prior to communication loss, every Agent i uses the joint transition

function 7 to sample an imaginary state §J for each of its

—1+Li
; denotes Agent i’s behef on Agent j’s state
at time ¢, and a; ; denotes Agent i’s belief on the joint action at

teammates. Here, s
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time . Then, at every time step ¢ > tj,,, every agent i samples
a joint game action a;; using the joint policy and these imagined
teammate states §; o §£\Il Every agent i then executes the local

part d; ; of its joint action d; ; and transitions to its next local state

i - . .. . . . . ~
Spe1i Based on its imagined joint action a@; ; and the previous imag
ined teammate states §; e §f]l., every Agent i also samples next
. . Al ’ AN ’ .

Imaginary states sH_Li, ey 5t+1,i for its teammates.

We remark that while every agent operates cooperatively with
its imaginary teammates under a communication loss, the objective
of the team is evaluated with respect to the true joint state.

In some scenarios, communication failures may be intermittent
as opposed to being persistent. That is, the agents may re-gain
communication capabilities after periods of communication loss.
For such scenarios, we propose that the agents follow imaginary
play whenever communication is lost, update their imaginary rep-
resentations when communication is re-established, and coordinate
directly with their real teammates for as long as communication
remains available. Algorithm 2 describes this proposed approach
for policy execution with intermittent communication.

6 MEASURING THE INTRINSIC
DEPENDENCIES BETWEEN THE AGENTS

Given a joint policy, the team’s performance under imaginary play
will differ from the performance that would have been achieved
under full communication. Recall that we measure the team’s per-
formance as their probability of reaching the set S C S of target
joint states from the initial joint state sy, while avoiding S 4 C S.

Intuitively, the team’s performance under imaginary play will
depend on how much the behavior of any particular agent changes
according to the behavior of its teammates, as well as on how much
the behavior of an agent’s imaginary teammates differs from that of
its actual teammates. In other words, if the joint policy induces high
intrinsic dependencies between the agents, then policy execution
using imaginary play will lead to different outcomes than policy
execution with fully available communication.

Total correlation [27] measures the amount of information shared
between multiple random variables. Let X! be a random variable
over the paths & = séaésiai ... of Agent i and X be a random
variable over the joint paths £ = spapsia; . .. of all agents induced
by the joint policy 7join: under full communication. We refer to
the total correlation Cy,,,,, of joint policy mjoin: as

N .
> )
i=1

There are two contributing factors to the value of the total corre-
lation. Firstly, if the actions of a particular agent depend on the
local states of its teammates, then this will increase the value of the
total correlation. Secondly, if the joint policy is randomized and the
agents need to coordinate on an action - the action of each agent
depends on the actions simultaneously selected by its teammates —
then this will also increase the value of the total correlation.

If the total correlation is 0, then there are no dependencies be-
tween the agents, i.e., the path of any given agent is independent
from those of its teammates. As the dependencies between the
agents increase, so too does the value of the total correlation. We

~ H(X).

C”joint =
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additionally remark that when there are only two agents, the to-
tal correlation between the state-action processes of the agents is
equivalent to the mutual information between them.

We accordingly propose to use total correlation as measure of
the intrinsic dependencies between the agents induced by a par-
ticular joint policy. In the next section, we relate the value of total
correlation to the team’s performance under communication loss.

7 PERFORMANCE GUARANTEES UNDER
COMMUNICATION LOSS

In this section, we provide lower bounds on the team’s performance
under a particular joint policy during communication loss. These
theoretical results are accomplished by relating the total correla-
tion of the joint policy to the distribution over paths induced by
executing that policy using imaginary play. The proofs of all results
are included in [12].

Relating total correlation to imaginary play. Let /4! be the dis-
tribution of joint paths induced by the joint policy executed with
full communication. Also, let I“:)mg be the distribution of joint paths
under imaginary play with no communication, i.e., tj,s = 0 in
Algorithm 1. By the definition of total correlation, we have

N .
Z H(XY)
i=1

From this definition, we observe that when Cy,,,,,, = 0, the induced

distributions T4/, I“f)mg must be the same since KL(Tf%!/) |I‘émg) =

0. Furthermore, as the value of Cy,,,,, increases, the KL divergence

— H(X) = KL(T/*| ™).

C”joint =

between T4 and F:)mg increases as well.

On the closeness between path distributions induced by different
communication availabilities. The value of Cp,,,,,, measures how

much the distribution over paths I‘gmg differs from I/*! in the
setting where the agents never communicate, i.e. tj,55 = 0. We now
consider a scenario in which the agents communicate and operate
together for some time, then lose communication and switch to
imaginary play at time t;,5s > 0. Let T’ Z:i be the distribution of
joint paths for an arbitrary positive value of fj,,. Intuitively, we
expect that the initial period of communication should not increase
the KL divergence between rfull and I‘ZZZ_ in comparison with the
case when #;,;; = 0. Lemma 7.1 confirms this intuition.

LEmMMA 7.1. For every tj,ss € {0,1,...} U {oo} in Algorithm 1,

KL/ g™y > kL ).

We can similarly show that arbitrary intermittent communica-
tion does not increase the KL divergence between the induced path
distributions. Let A = A, A1,... be a sequence of binary values
such that A;= 1 if and only if communication is available at time
t. The KL divergence between I'/*/ and F(l)mg is not higher than

that between I'/%/ and I‘j\"t, where I‘X’t is the distribution of paths
under intermittent communication with an arbitrary sequence A of
communication availability. Furthermore, as shown in the second
half of Lemma 7.2, when A = Ao, A1, ... is a random sequence of
communication availabilities, the communication dropout rate q is
related to the KL divergence between the distributions.



Main Track

LEMMA 7.2. Let A = Ao, A1, ... be an arbitrary sequence of com-
munication availability in Algorithm 2. Then,

KL(rful|rg™) > KL(r/e|rint),

Let A = Ao, A1, . .. be a random sequence of binary values such that
every A; is independently sampled from a Bernoulli random variable
with parameter 1 — q, and T"" = E, [T"']. Then,

KL/ g™ > KL(rfel||rint) /q.

Lemmas 7.1 and 7.2 bound the KL divergence between path dis-
tributions when the communication availability is independent
from the histories of the agents. In practice, communication avail-
ability may depend on the state-action processes of the agents. For
example, in the multiagent navigation task depicted in Figure 2,
the agents may not be able to communicate if they do not have
line-of-sight, e.g., when they are on the opposite sides of the moun-
tains. Lemma 7.3 shows a stronger result: The distribution over
joint paths under imaginary play is close to /4! even when the
communication availability is a function of the agents’ histories.

LEMMA 7.3. Let f : (8 X A)* — {0, 1} be an arbitrary function
that determines the communication availability based on the team’s
Jjoint history such that Ay = f(¢) and As = f(soaq . ..sr—1a;—1). Let
'™ be the distribution over joint paths induced by imaginary play
(Algorithm 1) and communication availability dictated by f. Then,

KL/ ™) > KL(rf"”||r}'"9).

We remark that Algorithms 1 and 2 are agnostic to when the
future communication failures happen. The lemmas do not assume
a priori knowledge of the sequence of communication availability.

On the value of the reach-avoid probability under communication
loss. We use the above results on the KL divergence between distri-
butions of paths to derive bounds on the reach-avoid probability
achieved by a particular joint policy under communication loss.

Let /%! be the reach-avoid probability induced by a joint policy
with full communication, o™ be the reach-avoid probability of the
same policy under imaginary play (Algorithm 1), and '™ be the
reach-avoid probability under intermittent communication (Algo-
rithm 2). Also, let S ¢y be the states from which the probability of
reaching S is 0 under the joint policy. Define len(& = soay ...) =
min{t + 1|s; € S+USp} and F¥! = E[len(£)|€ ~ TS41].

Theorem 7.4 shows that the reach-avoid probability of a joint
policy under imaginary play is lower-bounded by a function of
the policy’s reach-avoid probability with full communication and
the value of Cy,,,,,, even when the communication availability
depends on the agents’ histories.

THEOREM 7.4. Let f : (SXA)* — {0, 1} be an arbitrary function
that determines the communication availability based on the history
of the agents such that A; = f(soaq . ..S;—1ar-1). For this system,

0i™M9 > pfull _ A1 exXp(—Crjpiny)-

We now consider the setting in which the team’s communication
fails at some random time #j,5, > 0 and does not recover thereafter.
When t;,s, follows a geometric distribution, we derive a stronger
bound that relates the probability of communication failure at each
time step to the reach-avoid probability under imaginary play.
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THEOREM 7.5. Consider a communication system that fails with
probability p at any communication step and never recovers, i.e.,
Pr(t1oss = t) = (1= p)!p in Algorithm 1. For this system,

Full

, I
0" > max (uf“” = 1= exp(=Crjpi0)» o ¥ (1 = p)ofall ).

When communication availability is intermittent, and can be
modeled by a Bernoulli process, the reach-avoid probability un-
der intermittent communication is directly lower-bounded by a
function of the communication dropout rate q. We remark that the
lower bound provides a means to select communication resources
that are sufficient to achieve a particular performance while using
noisy communication channels. In detail, consider a noisy commu-
nication channel on which the team must communicate. The code
rate [7] can be adjusted according to the desired value of ¢, which
in turn determines the value of the lower bound on v,

THEOREM 7.6. Consider a communication system that fails with
probability q at any communication step independent from the other
communication steps. For this system,

A il
o' > max (0¥ - J1- eXP(=GCrrjpine )» o Ul(1 — g) ol ),

The lower bounds in Theorems 7.4, 7.5, and 7.6 show that the
reach-avoid probability of a joint policy under communication loss
depends on the total correlation of the joint policy, the reach-avoid
probability achieved with full communication, the communication
dropout rate, and the expected path length under the joint policy.
When the total correlation is 0, the reach-avoid probability under
communication loss is the same as the reach-avoid probability with
full communication. As the total correlation of the joint policy
increases, the values of the lower bounds decrease. During inter-
mittent communication, if value of the dropout rate is 0, then the
reach-avoid probability of the joint policy executed using imagi-
nary play (Algorithm 1) or intermittent communication (Algorithm
2) is the same as when the policy is executed with full communica-
tion. When the communication dropout rates are 1, the reach-avoid
probability under communication loss depends on the value of the
total correlation. We note that the bounds are tight when either the
communication dropout rate or the total correlation is 0.

8 JOINT POLICY SYNTHESIS

In this section, we discuss the synthesis of minimum-dependency
joint policies mpsp that are robust to communication failures.

Entropy of paths for a single agent. Given the Markov game, a
stationary joint policy 7jins induces a Markov chain. This Markov
chain generates a stationary process X, which is the joint path of
the agents. The entropy H(X) of a stationary process has a closed
form expression in terms of the occupancy measures xs 4 of the
joint state-action pairs (s, a) [22]. The path of a single agent, on
the other hand, follows a hidden Markov model where X is the
underlying process and X' is the observed process. However, the
entropy H(X’) of a process that follows a hidden Markov model
does not admit a closed-form expression.

Let x4 ,i be the occupancy measure for the state-action pair
(s}, a') € 8t x A’ under the joint policy 7joins. Consider a station-
ary process X’ that induces the same occupancy measures Xsi gi
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as the joint policy. The entropy H(X’) of the stationary process
is greater than or equal to the entropy H(X?) of the original pro-
cess [22]. Since H(X?) does not admit a closed form expression, we
instead upper bound Cy;,,,,, using H (X*). Formally, we have

N ) N )
Z H(XY) Z H(XY)
i=1 i=1

The policy synthesis optimization problem. To optimize the reach-
avoid probability under communication loss, we would like to max-
imize the lower bound given in Theorem 7.5. However, due to the
complex nature of this lower bound, we propose to instead use the
following optimization problem as a proxy to the original problem:

1

—H(X) 2 Crjppy = — H(X).

Cﬂjuint =

sup of ! - 81/ pCy,
Tjoint
where § > 0 and f > 0 are constants.

We now represent (1) in terms of occupancy measures and
construct the optimization problem for synthesis. We first pre-
process M to ensure that Cy,,,,, is well-defined. Define Sy =
{s| maxy,;,, Yjoint = 0 when the path begins at s}, the set of all
states from which the reach-avoid task is violated with probability
1. We note that Sy 2 S 4. For synthesis, we add an absorbing
end state se = (s}, .. .,sé\]) and a joint action € = (¢!,...,eN) to
M, which represent the end of the game in terms of the reach-
avoid objective. Every s € S+ U S o has a single action €, and
T(s,€6,8¢) = 1foralls € S+ U Sy, ie, the states in S+ U Sp
deterministically transitions to se. For synthesis, we assume that
every s € 8\ (84 U Sp) has a finite occupancy measure, i.e.,
Yacax(s,a) <K for some K > 0.

In the previous sections, we assumed that the joint policy is
stationary. The following proposition shows that stationary policies
suffice to maximize (1) after the preprocessing step.

ProPOSITION 8.1. There exists a stationary joint policy that is a
solution to (1).

Given that the stationary policies suffice, we can rewrite (1) as an
optimization problem in terms of the occupancy measures x; 4. The
constraints of this optimization problem are as follows. State s has
an occupancy measure of zero, i.e. xs_q = O foralla € AU{e}. The
other states have nonnegative occupancy measures, i.e., xs g = 0
foralls € S,a € AU {e}. The occupancy measures satisfy the flow
equations X yc Aufe) Xs.a = 2 yeS XybT (Y. b, 5)+1 (5= for

beAU{e}
all s € S. The objective function is

N
max of vl _ sifull _ g (Z H(X) - H(X)) .
i=1

The reach-avoid probability ofull can be expressed as pfull —
2 seS\(SpUSy) iacHA 2y68¢ xs5,a7(s,a,y). The expected path
length is the expected time spent in the transient states, i.e., pfull —
Y seS LaeAu{e} Xs,a- The entropy H(X) [22] of the joint state-
action process until reaching state s is

bzﬂxs,b 1

€

X, wmatog 2 e 3 xia 3 Toaniog 7 )
seS Xs,a seS yeS T(say)
acA acA
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The entropy H(X’) [22] of the stationary state-action process X'
until reaching state s¢ is

Z »xsi’bz
bie Al
Z Xi qi log —
sieSi Xsi,al
ale A'U{e'}
+ Z X¢i gi Z Tt a, y') o 1
2. e 2 TG\ )
s'eSt yreSiu{se}
a'e A'U{e'}

The objective function of the optimization problem consists
of convex, concave, and linear functions of the occupancy mea-
sures. o/ %! and —51/%! are linear functions of the occupancy mea-
sures. fH(X) is a concave function of occupancy measures, and
- Zfi JHX ) is a convex function of occupancy measures. Fur-
thermore, the problem’s constraints are linear. We use the concave-
convex procedure [13, 29] to solve for a local optimum.

After solving for the optimal values x§ , of the occupancy mea-
sure variables, we define the minimum-dependency joint policy as
mD (s, @) =x7(s,a)/ Y peax(s,b) foralls € S\ (S7USp),a €
A such that Y pecq x*(s,b) > 0, and mpp (s, a) = 1/|A| otherwise
[20]. We note that mpsp is stationary in the joint state space S.

9 NUMERICAL EXPERIMENTS

We apply the proposed policy synthesis algorithm to the two-agent
navigation example illustrated in Figure 2. The setup and objec-
tive of this task are as described in §4. In all of the experiments,
we compare the results of the minimum-dependency policy mpp,
synthesized by the algorithm presented in §8, to a baseline policy
Tpase Which does not take communication into account; the base-
line policy maximizes the probability that the team will complete its
task, while assuming that communication will always be available.
For further details surrounding the synthesis of the baseline policy
and for an additional three-agent experiment, we refer the reader
to [12]. Project code is available at github.com/cyrusneary/multi-
agent-comms.

The common environment of the agents, illustrated in Figure 2,
is discretized into a grid of cells, each of which corresponds to an
individual local state. At any given timestep, each agent takes one of
five separate actions: move left, move right, move up, move down, or
remain in place. Each agent slips with probability 0.05 every time it
takes an action, resulting in the agent moving instead to another one
of its valid neighboring states. The resulting optimization problem
has 15, 625 variables and 16, 087 constraints.

In all experiments, the values of the coefficients § and f in the
objective of the policy synthesis problem are set to 0.01 and 0.4
respectively. These values were selected to strike a balance between
the optimization objective’s three competing terms.

9.1 Fully Imaginary Play

Figure 3 compares the results of the minimum-dependency policy
mpp and the baseline policy 7y, in two scenarios: when commu-
nication is either fully available or never available.

We observe from the top figure that the proposed policy synthesis
algorithm is effective at reducing the total correlation of the induced


https://github.com/cyrusneary/multi-agent-comms
https://github.com/cyrusneary/multi-agent-comms
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Figure 3: (Top) Total correlation value of the minimum-
dependency policy 7yp as a function of the number of
elapsed iterations of the convex-concave optimization proce-
dure. (Bottom) Probability of task success for 73;p. For com-
parison, we plot the success probability resulting from both
imaginary play execution (no communication) and central-
ized execution (full communication). To estimate the proba-
bility of task success, we perform rollouts of the joint policy
and compute the empirical rate at which the team accom-
plishes its objective.

> 1
< 0.95
=
2
£ 09
w
8 0.85 | =@ 7MD
=t —8— Thase
wn 0.8 | | |
0 0.2 0.4 0.6 0.8 1

q, Probability of Comm. Loss in a Given Timestep

Figure 4: Success probability of intermittent communication
for different values of g, which represents the probability
of communication unavailability during any given timestep.
When g = 0 communication is available at every timestep,
and when g = 1 communication is never available.

stochastic state-action process; the total correlation value of 7prp
is three orders of magnitude smaller than that of 7.

The bottom figure shows the strong performance of 7y;p when
no communication is available between the agents. In particular,
we observe that myp achieves a probability of task success of 0.97,
regardless of whether the agents are able to communicate. That
is, by minimizing the total correlation of the policy, 7myp ensures
the agents may successfully execute the policy without communi-
cating during execution. Conversely, while 7, achieves a 0.99
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probability of task success when communication is available, this
value falls to 0.82 if the agents lose the ability to communicate. This

experiment empirically demonstrates the intuition of Theorem 7.5.
In addition to the quantitative results illustrated by Figure 3, we
observe an interesting quantitative change in behavior between
Tpase and mpp. In particular, 7,4, results in both of the agents nav-
igating through the lower valley in order to arrive at their targets.
This route relies heavily on teammate coordination; the agents must
communicate at each timestep in order to safely take turns pass-
ing through the valley without colliding. By contrast, asp results
in agent Ry navigating through the top valley while Ry takes the
bottom valley. Intuitively, by navigating through separate valleys,
this team behavior is much less likely to result in collisions even
if the agent’s don’t share their locations with each other. As a re-
sult, teammate coordination is much less important to successfully
execute the behavior of mysp than it is to execute that of 7p 4.

9.2 Intermittent Communication

While the previous discussion focused on the empirical perfor-
mance of mpsp in the setting where the agents cannot communicate
at all, we now examine the setting in which random intermittent
communication is available. More specifically, we assume that at
each timestep communication fails with probability ¢, indepen-
dently of whether or not communication is available during the
other timesteps. In this setting, the agents execute the joint policy
according to Algorithm 2. That is, if communication is available at
a given timestep, all agents collectively share their local states and
decide on a joint action. Conversely, when communication is not
available, the agents execute the policy using imaginary play.

Figure 4 plots the team’s probability of task success when they
execute either myp or 7y, using Algorithm 2, as a function of the
probability of communication failure q. We observe that the proba-
bility of task success of the baseline policy 7y, is very high when
q = 0, however, it begins to significantly decrease as g increases
beyond 0.4. Conversely, the proposed minimum-dependency policy
mpp does not suffer such a drop in performance; as g increases and
communication becomes more sparse the task success probability
of policy mprp remains constant.

10 CONCLUSIONS

In this work, we develop multiagent systems that are robust to com-
munication loss. We provide algorithms for decentralized policy
execution when communication is lost and relate the performance
of these algorithms to the performance achieved by the same policy
under full communication. Using these theoretical results, we pro-
pose an optimization algorithm for the synthesis of joint policies
that are robust to potential losses in communication. While the
policy synthesis algorithm directly operates on the joint state space,
future work will aim to use abstractions of the joint state-action
space to scale the policy synthesis to larger problems.
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