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ABSTRACT

Recent research on vulnerabilities of deep reinforcement learning
(RL) has shown that adversarial policies can influence a target RL
agent (victim agent) to perform poorly. In existing studies, adversar-
ial policies are directly trained based on experiences of interacting
with the victim agent. A key shortcoming of this approach is that
knowledge derived from historical interactions may not be prop-
erly generalized to unexplored policy regions of the victim agent,
making the trained adversarial policy significantly less effective.
In this work, we design a new effective adversarial policy learning
algorithm that overcomes this shortcoming. The core idea of our
new algorithm is to create a new imitator — the imitator will learn
to imitate the victim agent’s policy while the adversarial policy
will be trained based on both interactions with the victim agent
and feedback from the imitator to forecast victim’s intention. By
doing so, we can leverage the capability of imitation learning in
well capturing underlying characteristics of the victim policy. Our
victim imitation learning model differs from prior models as the
environment’s dynamics are driven by adversary’s policy and will
keep changing during the adversarial policy training. We provide
a provable bound to guarantee a desired imitating policy when
the adversary’s policy becomes stable. We further strengthen our
adversarial policy learning by incorporating the opposite of the
adversary’s value function to the imitation objective, leading the
imitator not only to learn the victim policy but also to be adversar-
ial to the adversary. Finally, our extensive experiments using four
competitive MuJoCo game environments show that our proposed
algorithm outperforms state-of-the-art algorithms.!
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1 INTRODUCTION

Exploring vulnerabilities of deep reinforcement learning has drawn
a lot of interests from the Al research community [2, 17, 20, 21],
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given recent successes of deep RL in accomplishing a variety of
interesting multi-agent learning tasks [3, 14, 18, 19]. Most of the
existing work follows the traditional adversarial learning frame-
work which often makes strong assumptions about the adversary’s
capabilities. Typically, the attacker is assumed to be able to manip-
ulate input image observations or even interfere with the learning
process of the victim agent. As pointed out in some recent work [7],
these assumptions are not practical, especially in real-world do-
mains such as autonomous driving in which the attacker cannot
easily modify the input of the victim policy.

A recent alternative attack approach to the victim policy was
introduced in [7] which presents the idea of adversarial policy. Es-
sentially, an attacker can build an adversarial policy for an opponent
agent (this agent is under control by the attacker, thus is called
adversary agent in our paper) that takes actions in a shared envi-
ronment with the victim. This adversarial policy can weaken the
outcome of the victim’s policy, not by making the opponent choose
stronger actions, but instead by inducing natural observations that
can lead the victim to behave in an undesired way. Motivated by
these results on negative effects of adversarial policy on the victim’s
policy, our paper focuses on designing new stronger adversarial
policies in the non-zero-sum Markov game setting.

Our key contribution is to introduce an imitator of which goal is
to discover intrinsic properties of the victim’s policy from historical
interactions between the victim and adversary agents — this knowl-
edge is then transferred to the attacker to improve the adversarial
policy. By following this idea, we are able to exploit the advantage
of imitation learning [9] to anticipate the victim agent’s moves in
unexplored policy regions, allowing us to strengthen the generated
adversarial policy. This is a significant advancement compared to
previous work [7, 8] which learns an adversarial policy directly
from past interactions with the victim agent, substantially limit-
ing the impact of the trained adversarial policy on unseen policy
regions of the victim agent.

A key challenge in incorporating our new imitator into the ad-
versarial policy learning framework is that the imitator is trained
simultaneously with the adversarial policy learning — the inter-
dependency between the imitator and the adversary agent compli-
cates the entire training process. Note that in traditional imitation
learning, the set of the victim’s policy trajectories used for training
the imitator is fixed during the training process. On the other hand,
in the context of adversarial policy learning, the environment’s dy-
namics (and as a result, the victim trajectories obtained for training
the imitator) are driven by the adversarial policy. The adversarial
policy, in turn, is trained based on the policy output of the imitator.
This learning inter-dependency complication requires a carefully


https://github.com/vietbt/APIL_CompetitiveGames

Session 4A: Reinfocement and Immitation Learning

designed training process to ensure a convergence to high-quality
outcomes for both the imitation policy and the adversarial policy.

To address this learning challenge, we provide the following con-
tributions: (i) we theoretically characterize the dependency between
the adversarial policy and the imitation policy; (ii) we provide a
provable bound to guarantee a desired imitating policy when the
adversary’s policy becomes stable; and (iii) we further strengthen
our adversarial policy learning by enhancing our imitator — we
incorporate the negation of the adversary’s goal into the imitator’s
objective function, making the imitator to both learn the victim
policy and be adversarial to the adversary agent.

Lastly, we conduct extensive experiments on four competitive
MuJoCo game environments introduced by Emergent Complexity
[1] (including Kick And Defend, You Shall Not Pass, Sumo Humans,
and Sumo Ants) to evaluate our proposed adversarial policy learn-
ing algorithms. We empirically show that our generated adversarial
policies obtained a significantly higher winning (plus tie) rates
against the victim agent in these game environments, in compar-
ison with state-of-the-art adversarial policy methods. We further
show that we can make the victim agent substantially more resilient
to any adversarial policies (generated by different algorithms) by
retraining the victim policy against our adversarial policies.

2 RELATED WORK

Attacks on deep RL. Existing works have focused on creating
attacks by manipulating victim’s observations or victim’s actions.
For example, [10] and [2] propose to perturb victim’s observations
to force the victim to make sub-optimal actions, thus fails the task.
Later works [12, 16, 22, 26, 32] extend this approach by proposing
to manipulate victim’s observations at some selected time steps,
instead of the whole trajectories. Other papers [2, 10, 15, 30, 33]
focus on attacks through observation manipulation but in black-box
settings, i.e., the adversary does not have the power to manipulate
victim’s observations, but can access the input and output of the
victim’s policy or deep-Q networks. Besides, there are works that
propose to directly perturb actions taken by victim agents in both
white-box and black-box settings [13, 30]. There is another emerg-
ing line of approaches that view the attacks as a two-player com-
petitive game, i.e., focusing on training an adversarial agent to play
with the victim. For example, [7] train an adversarial agent using
Proximal Policy Optimization (PPO) [24] for a set of MuJoCo game
environments [28], and [8] propose to break the zero-sum-game set-
ting and redesign the adversary’s reward function to achieve better
adversary agents. Our methods belong to this direction, but differ
from prior methods as we create an imitator that uses imitation
learning to mimic and predict victim’s intention — this prediction
can be used to further strengthen the adversarial agent training.

Imitation learning. A core component of our algorithms is an
imitation learning model trained to mimic and product similar
victim’s actions. We employed an extended version of the Gen-
erative Adversarial Imitation Learning (GAIL) algorithm [9, 25],
a state-of-the-art imitation leaning algorithm that is highly scal-
able for continuous domains such as the MuJoCo ones. The litera-
ture on learning from expert demonstrations covers both imitation
learning and inverse reinforcement learning (IRL) works. While
imitation learning presents a direct approach to imitate expert’s
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policies, IRL [4-6, 31] assumes that expert’s policy is driven by
an expert’s reward function, thus propose to infer this function
from demonstrations. Even-though IRL is more transferable for
changing environments, it is often less effective in mimicking ex-
pert’s demonstrations [9]. On the other hand, for the MuJoCo game
environments, since the rewards are obvious, imitation learning (or
specifically GAIL) provides us with a direct and suitable algorithm
for imitating the victim. Note that, in our settings, the victim’s envi-
ronmental dynamics keep changing during the adversarial training,
raising a need for redesigning the GAIL, in both theoretical and
practical aspects. We address this issue later in this paper.

3 ADVERSARIAL POLICY FRAMEWORK

Following the general framework introduced in [7], we consider a
two-player Markov game in which the victim plays against an oppo-
nent which is under control by the adversary. We thus name these
two players the victim agent and adversary agent. We represent
the two-player non-zero-sum Markov game as a tuple:

(S,ﬂa,ﬂv’qa’qv’ra’rv’y)’

where « refers to the adversary and v refers to the victim. In addi-
tion, S is the set of the states, (A%, AV) are sets of actions, (q%, q")
are transition probabilities and (r%, r") are reward functions of the
two players, respectively. Finally, y € [0, 1] is a discount factor. The
objective of each player is to maximize his/her long-term expected
reward. Essentially, given a policy of the victim, denoted by x",
the adversary aims at finding an optimal policy 7% that maximizes
their long-term reward, formulated as follows:
q“ (n”)} } :

where sg is the initial state and 7 denotes a trajectory sampled
from executing the adversary policy 7% in the environment and
st € 7 for all t. Transition probabilities of the adversary, denoted
by q*(n"), depends on the policy of the victim V. Specifically, the
transition probability g% (s;+1(st, a¥) can be generally computed as
follows:

g Geslsaf) = > x"(allse)Plsealse, af,af),
aveAv

yir®(se)
t=0

T{%{X {Vn"” (30|qa(7fv)) =Er pa [

where P(st+1]s¢,a%, af) is the probability of reaching state ;41 if
the adversary and victim agents take action aff, ay, respectively, at
state s;. In other words, if the policy of the victim is fixed, then the
transition probabilities q% are also fixed. Similarly, the objective of
the victim is to maximize the expected long-term rewards of the
victim, formulated as follows:

qv(ﬂ“)] } :

Intuitively, if the policy of one player is fixed, then the transition
probabilities (or dynamics) of the other player’s environment is
also fixed; thus the two-player game becomes a standard RL task.
In this paper, we assume the victim follows a fixed policy (which
was pre-trained). This is a common assumption in adversarial pol-
icy learning research, motivated by real-world settings such as

n}[%x {Vn"(30|qv(”a)) =Ervnv [Z }’trv(st)
t=0
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autonomous vehicles in which RL-trained policies might be de-
ployed [8]. We will later discuss the effect of unfixed victim’s poli-
cies on the adversarial policy training. As mentioned previously,
existing work directly trains adversarial policies based on interac-
tions with the victim. We instead create an imitator who follows
imitation learning to discover underlying characteristics of the vic-
tim policy and transfers that knowledge to the adversary, helping
the adversary produces a better adversarial policy. Both the imitator
and the adversary policies will be trained simultaneously based on
interactions between the adversary and the victim.

Next, we will first present our imitation learning of the victim pol-
icy. We then follow with the elaboration on our adversarial policy
learning that incorporates the victim imitation learning component.

4 VICTIM IMITATION LEARNING

In standard imitation learning, we learn to imitate an expert (which
is the victim in our study) based on a fixed set of trajectories sam-
pled from the expert’s policy. On the other hand, in our problem,
learning the victim policy is more challenging since it involves the
adversarial policy which is also being trained at the same time (our
observations of the victim policy depend on what policy the adver-
sary is playing). In the following, we first introduce our advanced
imitation model and algorithm given a fixed adversary policy. We
then present our theoretical results on the impact of the adversary
policy (during the training process) on our imitation learning.

4.1 Enhanced Imitation Learning Model

Our objective is to build an imitation learning model to imitate the
victim’s policy through observing victim trajectories. Our model is
essentially an enhanced version of the GAIL algorithm [9]. Overall,
following GAIL, given an attacker policy 7%, an imitation policy
can be learned by solving the following saddle point problem:

v

I%EX IBILH {¢(77(/‘;’ DW) = Er~7’f§2 [Zt 10g(Dw(5t, a}/)) |qv(7[a)]

+ B | Y, log(l = Du(si,a}) g (x)] - AH (T } M

where H(-) is the entropy function, 771/‘; refers to the imitating policy
which is an output of a neural net with parameter ¢, and 7V is the
victim’s policy to be imitated. In addition, D is a discriminative neu-
ral net model with parameter w to distinguish between trajectories
generated by 77‘/‘; and those from the victim’s policy. Normally, GAIL
would require a large amount of victim’s trajectories to provide a
good imitation policy. Since we want the imitation model to work
with the adversary’s policy optimization simultaneously, this is dif-
ficult to achieve at early episodes when the set of demonstrations
from the victim is limited. Therefore, we propose to robustify GAIL
by adding the adversary’s value function to the objective:

max min {qu(%;,Dwin“) = §(7. Dw) - vna(som”‘(ﬁ;»} ?)
In this enhanced model (2), the aim to train a policy that both mim-
ics the victim and minimizes the adversary’s long-term reward. The
value function Ve« (so|q* (J?IZ )) is the adversary’s expected reward,
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but defined as a function of imitator’s policy. The inclusion of the
opponent’s value function makes (2) not straightforward to handle
and would require a redesign of the objective function to make it
practical, as stated in [8]. Despite of that, we can provide, in the
following, a simple formulation for the gradient of Vya (so|q* (ﬁ;)),
making it convenient to be handled by a standard policy optimiza-
tion algorithm, e.g., TRPO or PPO [23, 24].

LEMMA 4.1. The gradient of the value function for the adversary
Vya (so|qa(ﬁq‘;)) wr.ty can be computed as follows:

Vy (Ve (solg® GE))

= Erw;;l/t [Ra('[) Zt Vl// log ﬁ];(aﬂst)

where R*(1) = 3, y'r%(s¢) with s; € T.

q"(n“))] ,

As a result, at each imitation learning step, after updating the

discriminator D,y(s¢, a} ), one can update the imitating policy 71'12

using the gradient given in Proposition (4.2) below.?

PROPOSITION 4.2. The gradient of the objective (2) w.r.t.  can be
computed as follows:

Brozy [Zt v'n(se.af.ay) ) Vy log ) (aylse) |-AVy H(E))
where 1)(s¢, af, a)) = log(Dy(st, ay)) — r¥(se).

With all the findings above, we can show that the enhanced
imitation learning model (2) can be converted into a standard GAIL
with a modified objective function, with a note that the imitation
learning model depends on the adversary’s policy 7%, which dic-
tates the dynamics of the victim’s environment.

COROLLARY 4.3. The enhanced imitation learning model (2) is
equivalent to GAIL with the modified objective:

max mgin {¢E(5;,leﬁ“) =Er 7 [Z, n(st. af,ay) \qv(”“)]
+ B |3, Togl = Duslsr, o) |g ()] —AH@;)} ®)

4.2 Imitation Learning Algorithm

With all the theoretical results on gradient computation developed
in the previous section, we are now ready for the victim imitation
learning algorithm. As shown in Corollary 4.3, the enhanced imita-
tion learning model can be converted to a standard one, implying
that the same optimization steps in [9] can be used with the the
modified discriminator’s objective. That is, at each iteration of the
adversarial policy optimization, one can follow the following three
steps to update the imitating policy 77(/‘;:

(i) Sample imitation trajectories 7" ~ (ﬁlz, 7%).

(ii) Update the discriminator D, (s, a”) with the gradients:

Eriv + ETE

Dy Vs log(Du () Dy Vaslog(1 = Dy() | (@)
t t

where 7 are historical trajectories of the victim collected

from interactions between the adversary and the victim.

Detailed proofs of all theoretical results are in the appendix.
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(iii) Update ¢ with the gradients:

E.v nyn(s,,a‘;’,a;)zv¢1ognl;(a;|st) ~AVyH@E)),  (5)
t t

which is a standard policy gradient update, for which one

can use TRPO [23] or PPO [24].
For all the updates above, we interact with an adversary of policy
%, This policy will keep changing during the adversarial pol-
icy learning and affect the victim’s environmental dynamics. This
would make the imitation learning process unstable and challeng-
ing to handle. We analyze the effect of the adversary’s policy on
the imitating policy in Section 4.3.

4.3 Effects of the Adversary’s Policy on the
Victim Imitation Policy

It is important to see that our imitation learning differs from the
standard GAIL as the dynamics q"(7%) are dependent of the ad-
versary policy 7% and our imitation learning model will be trained
simultaneously with the adversary’s policy. This raises questions
of how the learning of the imitating policy is affected by such
changing dynamics, and whether one can get a desired imitating
policy when the adversary’s policy gets stable. To answer these
questions, let use consider the following victim’s expected reward
as a function of adversary’s policy.

[(n%) = By [Z )/trv(st) qv(”a)} .

t
That is, I'(n%) is the expected reward that the victim can get by run-
ning a fixed policy 7V when the adversary policy is 7%. Lemma 4.4
establishes a bound for the gap |T'(x%) — T'(7¥)|, which implies that
I'(7%) will converge to I'(n?%) if 7% gets close to 7¢.

LEMMA 4.4. Given two adversary policies 7% and 7%, let H =
maxs {|Vzv(s| ¢"(x%))|}. We obtain the following bound:

HV2In2 —
T max (VD (e (97 Cls) |
=Y seS
where Dgp(x®(-|s)||T*(:|s)) is the KL divergence between the two
adversary policies 7* and n%.

[r(z*) - T(x%)| <

To prove the above lemma, we extend the concept of the advan-
tage function popularly used in single-agent RL [11, 23] to introduce
the following victim’s competitive advantage function, for any two
states s, 5, conditional on adversary’s policy 7%,

Apa(s,5) =r"(s) + yVev (5l q" (%)) = Vo (s] q"(x%)).
This allow use to write the expected reward I'(z%) in terms of the

expected long-term competitive advantage function over another
adversary policy 7%.

N(z%*) =T(x%) = Erngv

Port (A et q”(ﬁ“)]
t=0

with a note that EsHqu(,,a)[Aﬂrx(st, st+1)] = 0. This identity ex-
presses the expected return of the adversary policy 7% over another
policy 7% in terms of victim’s expected rewards. The competitive
advantage function can be further bounded as

By qv (o) [Ana(s,5)] < yH max||z%Cls) = 7% s)lh,
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which can further bounded by y H max; {\/2 In 2Dy (2% (|s)||7% (+]s)) }

The full proof is given in the appendix. The proof of Lemma 4.4
also reveals a bound based on maximum norm |[['(7%) — I'(x%)| <
;}_{—)Y/ [|[7% — T%¥||oo, implying that I'(7x%) is Lipschitz continuous in
Hy
1-y*

Now, let 7%* be a target adversary’s policy that the imitator
should be trained with. This would be a trained adversary’s pol-
icy after the adversarial policy learning. If the imitating policy is
trained with another adversary’s policy, we aim to explore how this
imitating policy performs under the target policy 7**. Theorem 5.3
below establishes a performance guarantee for the imitating policy
if it is trained with a different adversary’s policy.

% with Lipschitz constant

THEOREM 4.5. Suppose that discriminator’s network model D of (2)
varies within [DY, DY c [0,1]. Let %" be the target adversary pol-
icy that we want to train the imitation policy with, and let (£"*, DV*)
be the imitation policy and the imitator’s discriminator trained with
another adversary n%, we have the following performance guarantee
for V¥,

¢E(ﬁ:v*’ Dv*|ﬂ,a*) _ IIlZ‘i/X mIi)n{¢E(7~rV, D|7l'a*)}|
V3

< 2K max {VDie (e CI)Ir (o)
where
yV2Inz (maxs{r"(s)} —log(D" — DLDU))
(1-y) '

Since the adversary policy 7% will keep changing during our ad-
versarial policy optimization, Theorem 4.5 implies that the imitating
policy will be stable if 7% becomes stable, and if 7% is approaching
the target adversary’s policy, the imitator’s policy also converges
to the one that is trained with the target adversary policy with

rate O (\/DKL(ﬂa | |7r0‘*)). In other words, if the actual policy 7¢ is

not not too far from the target 7%* such that Dgp (7%||7%%) < ¢,
then the expected return of the imitating policy is within a O(+/e)
neighbourhood of the desired “expected return”.

K=

5 ADVERSARIAL POLICY TRAINING

We now discuss our main adversarial policy learning algorithm.
We start by explaining the adversarial policy model introduced
in [8], upon which we build our new adversarial policy learning
algorithm. We then introduce our integration of the victim imitator
and our new corresponding main learning algorithm. Finally, we
provide our theoretical analysis on the worst-case performance of
our learning algorithm when the victim’s policy is not fixed.

5.1 Adversarial Policy Learning with
Integration of Victim Imitator

Similar to prior works, we assume that the policy of victim is fixed

and the aim is to learn an adversary policy to maximize the chances

of winning (or win and tie). Similarly to [8], we train the policy by

maximizing the following enhanced objective

max {Ve(s0) = Ve (s0lq" (7))} ©
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where Vi« (sp) is the expected long-term reward of the adversary by
following the policy 7% but the transition probabilities are affected
by the victim policy 7. The objective in (6) involves both the value
functions of the adversary and victim, in which the value function
of the victim depends on the adversary’s policy though the environ-
ment dynamics. This complication makes (6) not straightforward to
solve. In Proposition 5.1 below we show how to compute the policy
gradient of the enhanced adversarial training model in (6), based
on which we can show the RL problem in (6) can be converted into
a standard competitive game.

PROPOSITION 5.1. The gradient of (6) w.r.t adversary’s policy can
be computed as follows:

Vo (Vg (s0) = Vi (solg* (7))

= ET~(ﬁv’”a)

AR(2) Z Vo log zg (afse)| -
;

where AR() = 3, vt [r%(s¢) — rV (sp)]

Similarly to Corollary 4.3, the RL problem in (6) can be con-
verted into a standard competitive game with differentiated rewards
r%(s¢)—rV(s;) and fixed victim’s policy V. Thus, the environmental
dynamics are fixed and a standard RL algorithm can apply.

COROLLARY 5.2. (6) is equivalent to

o)

H]%%X {Er~7r" [Z YtAr(st) ‘qa(ﬂv)}}

=0
where A"(s;) = r%(s¢) — r¥(s¢).

™

Integrating the victim imitator. To integrate the imitation
learning model to the adversarial policy optimization, we use the
imitating policy 7" to predict victim’s intention (i.e., next actions)
and include this information into the state space of the adversary.
Intuitively, we support the adversary by providing it more infor-
mation about the victim’s next moves. Based on Corollary 5.2, we
train the adversary’s policy by solving the optimization problem

7) where the adversary’s policy is now of the form 7% (a%|s¢, a¥ ).
y s policy t t

That is, the adversary’s policy now is conditional on current state
st as well as a predicted next victim action a; provided by the
imitating policy model 77, and the imitating policy model 7" takes
the state s; to predict the next victim’s actions. Finally, (7) can be
solved using standard policy gradient algorithms such as PPO.

Main learning algorithm. Putting all the results developed
above together, we present our adversarial policy learning in Algo-
rithm 1. Figure 1 illustrates the three components of our algorithm,
including the adversary, the victim and the imitator, and connec-
tions between these three components. In short, both the adversary
policy and imitator policy are simultaneously updated during inter-
actions between the adversary agent and the victim agent. Observed
trajectories are transferred to the imitator to update the imitating
policy, following steps in Section 4.2. Simultaneously, our algo-
rithm provides the imitator with the victim’s current state to ask
for victim’s intention. This information will be passed to the adver-
sary’s policy network to update the policy adversarial learning. It is
expected that when the adversary’s policy gets stable and demon-
strations from the victim agent are sufficient, the imitation policy
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Algorithm 1 Adversarial Policy Imitation Learning (brief version)

Input: Adversary’s policy network ﬂg; imitator’s policy network
El/t; imitator’s discriminator D,,; initial parameters 0y, Yo, wo.
fori=0,1,2,...do
# Updating imitator’s policy
Sample trajectories 7; ~ 7y,
Update discriminator D,, network from w; to wi41 using (4).
Update imitator’s policy network from ¢; to ¢;+1 based on
TRPO or PPO using (5).
# Updating adversary’s policy
Generate imitator’s predicted actions a” ~ 7

xv.

o

Vit
Update the adversary policy from 0; to 641 based on TRPO
or PPO, using the gradients in (5.1).
end for

Figure 1: An overview of our adversary policy training al-
gorithm. At each step t, state s; is forwarded to victim pol-
icy 7”7 and to the imitator’s generator policy EIZ to gener-
ate the victim action a; and the imitator action a] respec-
tively. The adversary policy ng uses this imitator output a}
and current state s; to generate the adversary action af. The
environment then transits to the next state given the com-
bination of actions (a;,af). For each step, victim and imi-
tator transitions are appended to corresponding trajectory
buffers, which will be used to update the discriminator of
the imitator D,,.

state s¢ .
Environment

[

action

(af>a?) <—|

r N\
Victim 7w [ == |  victim
trajectories
Imitator ‘
)
Generator — Discriminator
~v imitator
L Ty == trajectories | | == Dy
~——
a; cost function log(Dy,) — 7%(s¢)
)
ay
Adversary Ty

|

also gets close to a desired one (as shown in Section 4.3) and the
imitator is able to accurately predict victim agent’s next actions.
Algorithm 1 shows the main steps of our adversarial policy training
algorithm and we give a more detailed version in the appendix.

5.2 Worst-case Performance When Training
the Adversary with Unfixed Victim’s Policy

So far we train the adversary policy by assuming that the victim
agent always follows a fixed policy. We explore, in this section, the
question that, if the victim’s policy is not fixed, how the victim’s
unstable policy would affect the adversarial policy learning. To



Session 4A: Reinfocement and Immitation Learning

start our analysis, let 77; be a “true” victim policy that the adversary
agent should be trained with and suppose that, due to external
causes, the adversary agent is only trained with victim policies that
vary within the following set:

Qe) = {r"

max Dgr(r"(s)llmg (5)) < €}

We define the worst-case expected return of the adversary agent
when being trained with such varying victim policies

max {ET~(na) [Z y A (se) ‘Q(”V)
=0

The following theorem gives a bound for the gap between the worst-
case and the desired expected return obtained from training with

()| |
THEOREM 5.3. For any € > 0, we have the following bound

yV2In2maxs{|A"(s)|}
Ve.
(-yy

The above bound implies that the worst-case performance of the
adversarial training would not too bad (i.e., within a neighbourhood
O(+/fe)) if the victim policy that the adversary is trained with is not
too far from the “true” victim policy. On the other hand, if the
adversary is trained with an arbitrary victim policy, the training
outcomes would be very bad. Let us use the Rock-paper-scissors
game to illustrate this. If the victim always plays “rock” during the
adversary’s training, it will not take long for the adversary agent
to see that playing “paper” always gives a 100% winning rate. But
if the victim change their policy to playing “scissors”, then that
trained adversary’s policy will always yield a 0% winning rate.

Y(e) =

min
v eQ(e)

the "true" victim policy Y* = max« {ET [ SryiAT(sy)

[Y(e) - Y*| <

6 EVALUATION

We evaluate our proposed Enhanced Adversarial Policy Imitation
Learning (E-APIL) algorithm, i.e., the adversarial policy learning
(7) with an enhanced imitator (2), and the non-enhanced imitation
version of our algorithm (named, APIL), i.e., the adversarial policy
learning (7) with a non-enhanced imitator (1). As to do so, we use
four competitive MuJoCo game environments introduced by Emer-
gent Complexity (EC) [1], including Kick And Defend, You Shall
Not Pass, Sumo Humans, and Sumo Ants. We compare the perfor-
mance of our algorithms with: (i) the well-trained adversary/victim
agents in [1] which we consider as Baseline agents; (ii) Attacking
Deep Reinforcement Learning (ADRL) [7]; and (iii) Adversarial
Policy Learning (APL) [8]. The two methods, ADRL and APL, are
the state-of-the-art methods in adversarial policy learning. For fair
comparisons, we use the same experiment settings (i.e., pre-trained
parameters, hyperparameters, and evaluation metrics) as in [7, 8].
Implementation details are specified in supplementary section.

6.1 Adversarial Policy Performance: Training
Adversary against Baseline Victim

In this experiment, we train our adversary agent using our pro-
posed algorithms to play against the baseline victim agent [1]. We
aim to examine if our generated adversarial policy can trigger the
victim agent to perform poorly. Table 1 shows the winning rate (i.e.,
numbers in white cells) and the winning plus tie rate (numbers in
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Figure 2: Illustrative snapshots of a victim (in blue) against
normal and adversarial opponents (in red) in SumoHumans
simulator. Two players of the baseline method try to get
close to each other and butt their opponents to win. How-
ever, APL learns to kneel to stay in the ring and its victims
may find it harder to knock it down. Our algorithm even
learns to stand better with two knees and dodge attacks from
the victim.

EmPAPRES
ol
—

gray cells) of our trained adversary agents playing against the base-
line victim agent, compared to those trained by other adversarial
policy algorithms (also against the baseline victim). Each reported
value is calculated based on 1000 different rounds of game playing.

Overall, our APIL and E-APIL methods achieve significantly
higher winning rates for Kick-And-Defend and Sumo-Humans com-
pared to all existing methods. In You-Shall-Not-Pass, our method
E-APIL achieves a winning rate which is only 1% less than the
best-performed method (APL) in this game environment, while
significantly outperforming the others. On the other hand, in Sumo-
Ants, we observe an interesting phenomenon. While we obtain the
best winning-plus-tie rates in Sumo-Ants, we obtain a lower win-
ning rate compared to the baseline adversary. This phenomenon
also holds true for existing algorithms (ADRL and APL). The cause
of this phenomenon comes from a unique underlying characteristic
of Sumo-Ants, i.e,, it is very challenging to reach the win outcome
— the victim has a high chance to reach a draw outcome by just
jumping to the ground without touching opponent. As a result, our
adversary was essentially trained to optimize the policy towards
draw outcomes in Sumo-Ants, at the sacrifice of the win rate.

We now seek to better understand why our methods get higher
winning rates than other algorithms. Figure 4 shows t-SNE visual-
ization [29] of the trained adversary against the baseline victim by
recording victim’s policy activations. The t-SNE visualizations for
all four game environments indicates that our algorithms APIL/E-
APIL seek to activate different policy distribution regions of the
victim (the orange and red regions) compared to existing algorithms,
allowing our policy learning to converge to a better optimum.

Table 1 also shows that ADRL and APL are more focused on
getting draw in the Sumo games than learning how to win. We plot
in Figure 6 the training performance of our algorithms for the four
game environments, which show that the tie rates are already high
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Table 1: Winning rate (white) and winning plus tie rate (gray)
of new adversary vs baseline victim.

B:jlse- ADRL | APL APIL | E-APIL
line (ours) | (ours)
Kick And 28% 48% 80% 85% 89%
Defend 29% 49% 80% 86% 90%
You Shall 38% 56% 68% 58% 67%
Not Pass 38% 56% 68% 58% 67%
Sumo 7% 22% 36% 73% 72%
Humans 7% 61% 77% 88% 87%

Sumo 39% 10% 2% 2% 3%

Ants 56% 41% 81% 81% 80%

Figure 4: t-SNE visualizations of the victim activations when
playing against different opponents in MuJoCo games.

® EC ® ADRL @ APL APIL @ E-APIL

Sumo Ants

Sumo Humans

during early episodes. As mentioned, the victim in these games can
easily get a draw by just jumping to the ground without touching
the opponent, which makes the tie rates very high.

Finally, Table 1 shows that our E-APIL with an enhanced imi-
tator is significant better than APIL in both Kick-and-Defend and
You-Shall-Not-Pass. This result implies that incorporating the adver-
sary’s expected rewards into the imitator’s value function definitely
helps improve the quality of the generated adversarial policy. In
Sumo-Humans and Sumo-Ants where the tie rates account for a
large proportion of the outcomes, the performance of E-APIL and
APIL are not substantially disparate.

6.2 Blinding the Trained Adversary

To further understand the role of the imitator behind the efficiency
of our adversarial training algorithms, we conduct the following
experiment. First, we take the trained adversary agents and let
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Table 2: Winning rate (white) and winning plus tie rate (gray)
of games between blinded adversary and baseline victim

Bf:tse- ADRL | APL APIL | E-APIL
line (ours) | (ours)
Kick And 28% 48% 80% 85% 89%
Defend 29% 49% 80% 86% 90%
You Shall 1% 48% 65% 62% 68%
Not Pass 1% 48% 65% 62% 68%
Sumo 3% 0% 1% 69% 66%
Humans 7% 83% 62% 83% 80%
Sumo 13% 7% 3% 2% 3%
Ants 42% 38% 64% 81% 79%

them play with the baseline victim, but now we blind the adver-
sary’s observation on the victim or, in other words, zero out the
adversary observation pertaining to the victim. By blinding the
adversary agents, we aim to demonstrate that the trained adversary
still manages to make the victim to perform poorly just based on
the imitator’s policy output, despite of the blinded disadvantage.
Tables 2 reports our experiments with blinded trained adversary
against the baseline victim. In general, our APIL and E-APIL adver-
sary agents outperform those trained by the other methods when
playing against the baseline victim. Intuitively, even when being
blinded, by taking feedback from the trained imitator, our trained
adversary agents would still partially predict victim’s intention to
make better actions, compared to those trained by other methods.
In summary, our methods works well in interactive environ-
ments, even in the blinding setting, thanks to the capability of
predicting opponent’s intention through the trained imitator.

6.3 Improving Victim Resiliency: Retraining
Victim against New Adversary

Previous studies demonstrate that one could retrain the victim and
thus improve its adversary resistance [7, 8]. In this experiment, we
also retrain the victim agent against the newly trained adversary
agent to examine the resistance of the retrained victim agent against
adversarial policies. We further explore the resilience transferability
of the retrained victim agents. Specifically, similar to previous work,
we retrain the victim agent against a mixed adversary agent of
the new adversary (whose policy is trained based on one of the
evaluated adversarial training algorithms (i.e., baseline, ADRL, APL
and ours) and the baseline adversary. We then have the retrained
victim agent play against the baseline adversary for 1000 rounds
and report its winning as well as winning plus tie rates.

Table 3 shows the winning and winning plus tie rates of the
retrained victim agents playing against the baseline adversary. For
example, the E-APIL column shows the game results between
the victim agent (retrained based on interactions with an E-APIL
adversary) and the Baseline adversary agent. Except for the Sumo-
Ants game, our methods outperform other algorithms in terms
of retraining the victim agent to be stronger. For all the games,
the baseline victim generally yields good results, which is not a
surprising observation as the OpenAI’s baseline agents [1] are well
trained against their opponents with around 1B steps and 4 GPUs. In
our experiments, with only 35M + 10M steps and 1 GPU, we are able
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Figure 6: Performance of newly trained adversary vs. baseline victim while training against baseline victim. First row: win-
rate. Second row: win-rate + tie-rate. Blue curves: AIPL, red curves: E-AIPL. In You-Shall-Not-Pass-Humans, the tie rates are

always zero because there is no declaration for a tie game.
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to make the victim agent significantly stronger. Moreover, despite
the fact that the APIL/E-APIL based victim agents are retrained
against our APIL/E-APIL adversary agents, these retrained victim
agents still manage to perform well against the baseline adversary
as show in the last two columns of Table 3. This result clearly shows
that the strong resilience of APIL/E-APIL based victim agents can be
transferred to other game settings with different types of adversary
agents (e.g., the baseline adversary in this experiment).

Table 3: Winning rate (white) and winning plus tie rate (gray)
of retrained victim agents vs baseline adversary.

B:jlse- ADRL | APL APIL | E-APIL
line (ours) | (ours)
Kick And 71% 62% 70% 87% 87%
Defend 72% 70% 77% 89% 90%
You Shall 62% 64% 63% 71% 72%
Not Pass 62% 64% 63% 71% 72%
Sumo 93% 76% 79% 94% 95%
Humans 93% 85% 84% 95% 96%
Sumo 44% 24% 30% 29% 33%
Ants 61% 38% 48% 52% 55%

We further test the performance of each retrained victim agent
against our E-APIL adversary and report the winning and winning
plus tie rates in Table 4. For the two non-sumo games, the winning
rates of ADRL/APL retrained victims are less than 60%, which are
significantly smaller than our rates. Obviously, our E-APIL retrained
victim achieves better results because it’s trained against our E-
APIL adversary, but our APIL also gets much better winning rates
than ADRL/APL methods. It generally indicates the robustness
and efficiency of our algorithms, compared to other approaches, in
terms of retraining the victim agent to have better versions of it.
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Table 4: Winning rate (white) and winning plus tie rate (gray)
of retrained victim agents vs our E-APIL adversary

B'flse- ADRL | APL APIL | E-APIL
line (ours) | (ours)
Kick And 10% 31% 52% 82% 91%
Defend 11% 34% 53% 83% 92%
You Shall | 33% 46% 58% 78% 88%
Not Pass 33% 46% 58% 78% 88%
Sumo 14% 32% 46% 51% 41%
Humans 28% 84% 85% 84% 91%
Sumo 20% 17% 19% 20% 20%
Ants 97% 96% 97% 97% 97%

7 CONCLUSION

This paper introduces a new effective adversarial policy learning
algorithm based on a novel integration of a new victim-imitation
learning into the adversarial policy training process. Our victim-
imitation component (which is an enhanced version of the state-
of-the-art imitation method GAIL) discovers underlying character-
istics of the victim agent, enabling the prediction of the victim’s
next moves which can be leveraged to strengthen the adversarial
policy generation. We present important theoretical results on the
inter-dependency between the victim-imitation learning and the ad-
versarial policy learning, showing the convergence of our learning
algorithm. We demonstrate the superiority of our proposed algo-
rithm compared to existing adversarial policy learning algorithms
through extensive experiments on various game environments.
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