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ABSTRACT

This paper presents a novel solution concept, called BAR Nash Equi-
librium (BARNE) and apply it to analyse the Verifier’s dilemma, a
fundamental problem in blockchain. Our solution concept adapts
the Nash equilibrium (NE) to accommodate interactions among
Byzantine, altruistic and rational agents, which became known as
the BAR setting in the literature. We prove the existence of BARNE
in a large class of games and introduce two natural refinements,
global and local stability. Using this equilibrium and its refinement,
we analyse the free-rider problem in the context of byzantine con-
sensus. We demonstrate that by incorporating fines and forced
errors into a standard quorum-based blockchain protocol, we can
effectively reestablish honest behavior as a globally stable BARNE.
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Introduction. Security research in the field of Distributed Algo-
rithms (DA) usually focuses on fault tolerance. However, the recent
proliferation of blockchains shown that faults are not the only chal-
lenge: DA must also resist to selfish nodes that are neither faulty
nor adversarial. In the case of Ethereum, [26] documented instances
violation of the prescribed protocol in order to maximize mining
rewards.!

BAR model. In 2005, [3] introduced the Byzantine-Altruistic-
Rational (BAR) model where agents are prescribed a protocol 7 € T
(T being an agent’s strategy space) and the set N = {1,2,...,n} is
partitioned in the subsets:

Theoretically, selfish mining attacks were studied in [9, 19, 20, 24]; while other types
of selfish behaviour were studied in [2, 13, 15, 16, 25]. A block creator maximising
extractable value, e.g. front-running, is another type of selfish behavior.
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e Set F C N of Byzantine or Faulty agents deviate arbitrarily
from 7, including individual and group deviations. They can
be anything from faulty to collusive and adversarial.

e Set G C N of Rational, Selfish or Gain seeking agents maxi-
mize their payoff in the game. In an incentivised distributed
algorithms such as blockchain consensus protocols, gain
seeking agents deviate from r if it increases their payoff.

e Set H C N of Altruistic or Honest agents always follow the
protocol 7. Honest agents are unwilling or unable to change
strategy. In the rest of the paper, all strategy profiles s € T"

= ¢IH|

are assumed to satisfy sy in line with this definition.

Since then rational deviations have been studied for different ap-
plied cases without a unified formal framework [2, 9, 11, 13, 15, 16,
19, 20, 24, 25]. In 2011, [1] informally introduced a BAR compatible
game theoretical equilibrium: BAR-strong equilibrium, later formal-
ized [22]. But from their own admission, it has the same downside
as game theory’s Strong Nash equilibrium: it rarely exists and is
not always predictive [6].

BARNE. Our novel solution concept, the BAR-Nash Equilibrium
(BARNE) is guaranteed to exist in a large class of games including
mixed extensions of any finite games [23].

BARNE is set apart from the BAR-strong notion by its existence
property inherited from Nash Equilibrium (NE)[17]. Existence is
of considerable importance as it always allows to give a prediction
as to rational agents’ behaviour. Furthermore, it aims to introduce
a unifying solution concept to the large literature that currently
lacks a common methodology for analyzing incentive in protocols.
For example, [10, 13, 25] essentially check whether the prescribed
protocol is a (0,1)-BARNE, while [4, 11] restrict the setting in which
the analysis of incentives is performed.

We use the following notations i € N denotes a single agent and
I C N asubset. For a (joint) strategy profile s € T" of all agents, we
note s; € T the strategy of agent i, and s; € T the sub-profile of
agents in I. When s € T" is played, i’s payoff is u;(s1, ..., sp). With
a slight abuse of notation, we write (s, s7,si,5;) = SIUJULL,j}> for
disjoint subsets I, ] ¢ N and distinct i, j € N \ (I U J). Similarly,
in the case of utility functions, we write: u;(s) = u;(s1,...5n) =
ui (S, SN\D)-

Definition 0.1. Given F and G, two disjoint subsets of N, the joint
strategy profile sf, € T9 is

(1) BARNE at (F,G) if Vi € G:

s} € argmaxs,er ming, crs ui (sf, si,sg\{i},sH).
(2) BARNE at (f,g) if VF,G c N, disjoints, and with |F| = f
and |G| = g; s7; is a BARNE at (F, G).
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Table 1: Properties of different equilibria notions

BAR-strong | BARNE | locally stable BARNE | globally stable BARNE
existence in a large class of games v

anti coalition & dominant best reply 4
anti individual deviations of rationals v v v v

dominant strategy best-reply wrt Byzantines v
max-min best-reply wrt Byzantines 4 v v 4
locally stable v v v
globally stable v v

BARNE stability. We introduce two refinements of BARNE: local
and global stability. They are of particular relevance for when de-
signing distributed algorithms that aim at being able to tolerate a
certain number of deviations (either byzantine fault tolerance or
selfishness tolerance). Stability refers to the robustness of a BARNE
to changes in the number of agents of each type and aims at being
able to predict rational behavior without perfect information on
agents’ types. Locally stable BARNE are the strategy profiles that
remain BARNE in spite of local perturbations in the numbers of
Byzantine and selfish agents, this is meant to be an intermediary
step toward traditional tolerance. Globally stable BARNE is con-
cerned with the stability of the equilibrium profile for all parameters
below certain thresholds in the numbers of Byzantine and selfish
agents, it is in line with the traditional fault tolerance in DA. The
notion of BAR-strong equilibrium that was defined in [1] is an even
stricter refinement requiring a dominant strategy and being anti
coalition. We believe each equilibrium notion to have their use and
table 1 illustrates the properties of the various solution concepts.

Verifier’s Dilemma. To ilustrate the workings of BARNE and its
refinements, we study a pressing blockchain problem: the Verifier’s
Dilemma, in the context of Quorum Based Consensus Protocols
(QBCPs, [5, 7, 27]).2 The Verifier’s dilemma arises because multiple
agents must verify and validate transactions to maintain blockchain
integrity; Since verification is individually costly, it can be rational
to forego verifying altogether and rely on the others’ verification
effort.3

BARNE analysis. Since the QBCP happens at each block pro-
posal, it results in a repeated game, however, to better illustrate our
solution concepts but also be closer to what we expect to observe in
practice, we focus on the stationary BARNE equilibria (e.g. where
the rational agents repeatedly play, iid, the same strategy profile of
the stage game). Our analysis, shows that following the prescribed
strategy of the standard QBCP is almost never a BARNE and is
never a stable BARNE.# A previous work [4] formally studied a
similar problem, they proposed an amendment where the designer
sends personalised, yet correlated recommendations to the agents.

2QBCPs such as Tendermint, Tenderbake, and Hotstuff use adaptations of pBFT [8],
a prominent solution to the Byzantine consensus problem [14]. QBCPs have the
advantage of deterministic block finality, see [18].

3The Verifier’s dilemma is therefore a case of the free-rider problem studied extensively
in economics, where it is known to cause a collapse in public good provision, see [12],
[21]. See [10] for an excellent informal account of the Verifier’s dilemma.

#When we say that honest behaviour is a BARNE we refer to the behaviour of rational
(selfish) agents only.
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Notwithstanding its ingenious design, their amendment is vulner-
able because instead of prescribing a protocol that is a (globally)
stable BARNE, they propose different protocols for different values
of f and g. So their protocol is not stable as their construction relies
on the exact knowledge of the number of the Byzantine and Selfish
agents, and it is subject to Single Points Of Failure (SPOF). Moreover
their analysis only encompassed Byzantine and Rational agents,
and did not consider the full BAR spectrum.

To restore honest behavior as a stable BARNE, we consider
two simple amendments to the classical QBCP. In particular, we
show that (1) applying monetary penalties for observed deviations
from the protocol restores honest verification as a locally stable
BARNE, and (2) injecting trap errors a la [15, 25] in addition to
the penalty, results in the prescribed protocol becoming a globally
stable BARNE. In the sense of BARNE, the amendments solve the
Verifier’s dilemma, including both one-shot and repeated setting.

Discussing BAR-strong Equilibrium. Since [22] established that a
punishing strategy (which our first amendment is) and a trap strat-
egy (second amendment) are necessary conditions for the existence
of a BAR-strong equilibrium; it seems natural to wonder whether
they were sufficient in this case. The answer is dependent on the de-
sign of the first amendment: if at least part of the fine is paid to the
accuser, then the honest strategy is a BAR-strong equilibrium in the
stage game. However, contrary to BARNE, BAR-strong equilibria
do not automatically hold as static equilibria in the repeated game.
Indeed, the coalition can take revenge on a betrayer by denying
them to join back, in doing so they deny them the benefits of the
coalition, making the betrayal non-profitable in the long term.

The repeated game. Supposing the selfish agents have a discount
factor we could look at what happens in the base protocol if they
try to regulate each others instead of using our amendments. By
playing a public perfect equilibrium with a punishing strategy, such
as Tit-for-Tat, where deviations lead to punishment by blocking
the chain for several blocks making free-riders lose rewards. This
would technically emulate the first amendment by fining invalid
endorsements. However, the issue is that Byzantines could then
trigger the punishments of the rationals by acting as if they were ill
behaved rationals. This makes such collaborative path unsustain-
able. Therefore, symmetric public repeated game equilibria of the
three protocols are the sequences of stationary BARNE equilibria
such as alternating between two static BARNEs. Thus, our main
conclusions remain unaltered: the unique globally stable BARNE
in the repeated game of the standard protocol is free-riding, while
it is the honest behavior once amended.
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